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Testing Results Summary

The purpose of this testing is to validate the accuracy and reliability of F-Response software using the repeatable test method presented
herein. The results of the testing are hereby published for independent validation and peer review.

F-Response uses a patent-pending process based on the well documented "iSCSI" industry standard to create a reliable, read-only connection
between an examiner’'s computer and a computer under inspection. The function of the F-Response software tested herein is that an
established F-Response iSCSI network connection is completely read-only, functioning much like a software write blocker albeit over a
network connection. The testing validates that F-Response software protects the integrity of the data on the computer under inspection
because it does not permit alteration of any data on the computer under inspection during the test.

The results of our testing confirm that the iSCSI network connection established by F-Response software does reliably and accurately create a
read-only connection between an examiner’s computer and a computer under inspection. Our testing uses generally accepted forensics
techniques and tools to verify and validate the results. The scientific method presented is done so in accordance with the Daubert Principles
(Daubert v. Merrell Dow Pharmaceuticals, Inc. (1993) 509 U.S. 579, 589), and as such we submit that F-Response is suitable for use in acquiring
data that is intended for use in a court of law.

Unless otherwise noted, all testing activities were performed against the F-Response application code base (F-Response Field Kit, Consultant,
and Enterprise Edition), release 3.09 (Windows, Linux, and Apple OS X).
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1 Introduction

1.1 Scope

The scope of this project was limited to the validation and testing of F-Response Field Kit, Consultant, and Enterprise Edition on the following
platforms.
e  Microsoft Windows

o Windows 2000 Professional
Windows 2000 Server
Windows XP Professional
Windows XP Professional 64
Windows 2003 Server
Windows Vista Business
Windows Vista Business 64
Windows 2008 Server
Windows 2008 Server 64
Windows 7 (Build 7000)
Windows 7 (Build 7000) 64

O O OO0 O O O O O O

o Fedora Core (4 —10)
o Ubuntu (6.04 —8.10)

o 0SX10.4PPC
o 0OSXz1o.5Intel
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1.2 Purpose

This document outlines the F-Response Software validation process, results, and methodology developed and executed by Agile Risk
Management LLC. F-Response Software validation answers the following questions:

e Disk Validity

o Does F-Response accurately present the remote Physical Disk(s)?
e Read Accuracy

o Does F-Response correctly and accurately read data from the remote Physical Disk(s)?
e  Write Prevention

o Does F-Response effectively prevent write operations from occurring on the remote Physical Disk(s)?

1.3 Document Layout
This document will adhere to the following layout:
e TestResults
o Presents a table representing the test results by operating system.
e Test Environment and Procedure
o Presents the environment and procedure used in the testing process.
e  Test Results Details

o Presents the detailed results of the testing procedures, including screen captures.
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2 Test Results

2.1 DiskValidity

Does F-Response effectively present the remote PhysicalDisk(s)?

In order to test the validity of the locally attached remote F-Response iSCSI disk, we collected the total disk size in sectors and the sector size
using multiple local data collection sources. This provided a baseline to test against when the F-Response disk is attached to our local
workstation for analysis. While not explicitly noted, the results of these tests were identical for each version of F-Response tested, Field Kit,
Consultant, and Enterprise. The detailed process used to obtain these results is included in section 4 of this document.

Disk Validity Testing Results Native (Local Machine) Remote (F-Response Presented) Result
Platform Total Sectors Sector Size Total Sectors Sector Size

Windows 2000 Professional 16777216 512 16777216 512 PASS
Windows 2000 Server 16777216 512 16777216 512 PASS
Windows XP Professional 12582912 512 12582912 512 PASS
Windows XP Professional 64 16777216 512 16777216 512 PASS
Windows 2003 Standard Edition 16777216 512 16777216 512 PASS
Server

Windows Vista Business 33554432 512 33554432 512 PASS
Windows Vista Business 64 33554432 512 33554432 512 PASS
Windows 2008 Enterprise Server 33554432 512 33554432 512 PASS
Windows 2008 Enterprise Server 64 33554432 512 33554432 512 PASS
Windows 7 (Build 7000) 33554432 512 33554432 512 PASS
Windows 7 (Build 7000) 64 50331648 512 50331648 512 PASS
Fedora Core 4 8388608 512 8388608 512 PASS
Fedora Core 5 16777216 512 16777216 512 PASS
Fedora Core 6 16777216 512 16777216 512 PASS
Fedora Core 7 16777216 512 16777216 512 PASS
Fedora Core 8 16777216 512 16777216 512 PASS
Fedora Core 9 16777216 512 16777216 512 PASS
Fedora Core 10 16777216 512 16777216 512 PASS
Ubuntu Server 6.06 16777216 512 16777216 512 PASS
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Ubuntu Server 6.10 16777216 512 16777216 512 PASS
Ubuntu Server 7.04 16777216 512 16777216 512 PASS
Ubuntu Server 7.10 16777216 512 16777216 512 PASS
Ubuntu Server 8.04 16777216 512 16777216 512 PASS
Ubuntu Server 8.10 16777216 512 16777216 512 PASS
Apple OS X 10.4 PPC 117210240 512 117210240 512 PASS
Apple OS X 10.5 Intel 312581808 512 312581808 512 PASS
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In order to test the read accuracy of the locally attached remote F-Response iSCSI disk, we obtained hash values for the individual files listed

Read Accuracy

Does F-Response correctly and accurately read data from the remote PhysicalDisk(s)?

below, as well as a portion of the raw disk (Physical Sector 6291519) from the local F-Response disk. Both these hash values were then
computed using select Computer Forensics software packages on their native operating system. While not explicitly noted, the results of

these tests were identical for each version of F-Response tested, Field Kit, Consultant, and Enterprise.

Read Accuracy Testing
Results

Platform

Windows 2000 Professional
Windows 2000 Server
Windows XP Professional

Windows XP Professional
64

Windows 2003 Standard
Edition Server

Windows Vista Business
Windows Vista Business 64

Windows 2008 Enterprise
Server

Windows 2008 Enterprise
Server 64

Windows 7 (Build 7000)
Windows 7 (Build 7000) 64
Fedora Core 4

Fedora Core 5

Fedora Core 6

Fedora Core 7

Fedora Core 8

Fedora Core 9

Fedora Core 10

Native (Local Machine)

File Hash
2ECCoCD4197C012FgDoFCFF7F78E1D34
2ECCoCD4197C012FgDoFCFF7F78E1D34
Ca1B29B4E6EEAQ510610DB2EC4D6DB160

eaady72aocbd33f63d4cdaseg33asd6d8
971757832F7DD9516977985999F527CA

9E24B834DC6FC0634C28004721DFgD82
57dab7451bc4a63b71a1f6d258ef7c8b

9E24B834DC6FC0634C28004721DFgD82
9E24B834DC6FC0634C28004721DFgD82

2B5291C6825C21D4190262E020AB1163
2B5291C6825C21D4190262E020AB1163
ayieyabce43fb3ab2066007d7ad2coe6
cd23994c39661cad3aza2cf838cchaes
69a9a36s5aefdc12877f386fo6698abo3
6f3169684750da15642e477efboe3off
1fd6oebs534fd865502b85247c8a2e004
sdeeocbco19929ba2sfsaiiiofs8ofec

dbgdbyeg897eaasg2a78cge362124349

Data Hash

BE7CF63AACOAA8E140BA84F4CBoD6Fo1
BE7CF63AAC0oAA8E140BA84F4CBoD6F01
2204D7C2DF92DA3D8AAFA7493014D707

184DF2E5F625495AB65C82C6E7CDDD76

839B7586271A6E65262E86B12072C60C

0BFD435DED2FFBD890062D36ABB6A830
6267A69C7D36AA761082E2D1175464E0

0BFD435DED2FFBD890062D36ABB6A830

82D205869C776D8C367B477E8438D1F1

9401419A2FC1FAF919221BEEEDE7770A
D7177B47DCF8F1E3E5BC59F153EEQOFA
935d7c4e010f79fb4d3947d191chsdye
53e6fiddbo8bsces50efbe3fec822004
8s5desaffds9743cfd3saec25147b1036
c89330d2fbdbeaf20386€02534411192
o1cobbffaf8ocsecgfoss9f2148653af
5f753ae9o7dg50b782aa1e4dce3bagey

e83bc3df7sbybabbo261a6154f919f1d

Remote (F-Response Presented)

File Hash
2eccocd4197co12fgdofcff7f78e1d3s4
2eccocd4197co12fgdofcff7f78e1d3s
cab2gbsebeeagsiobiodbzecsdbdbibo

eaady2aocbd33f63d4cdaseg33asd6ds

971757832f7dd9516977985999f527¢ca

9e24b834dc6fco634c28004721dfgd82
57daby451bc4a63b71a1f6d258ef7c8b

9e24b834dc6fco634c28004721dfgd82

9e24b834dc6fco634c28004721dfgd82

2b5291c6825c21d4190262€020ab1163
2b5291c6825c21d4190262€020ab1163
ay1eyabces3fb3ab2066007d7ad2coe6
cd23994c39661cad3asazcf838cchaes
69a9a365aefdc12877f386fo6698abo3
6f3169684750da15642e477efboe3off
1fd6oebs34fd865502b85247c8az2e004
sdeeocbco19929bazsfsaiiiofs8ofec

dbgdb7eg897eaas92a78c9e362124349

Data Hash

BE7CF63AACOAA8E140BA84F4CBoD6Fo1
BE7CF63AACOAA8E140BA84F4CBoD6Fo1
2204D7C2DF92DA3D8AAFA7493014D707

184DF2E5F625495AB65C82C6E7CDDD76

839B7586271A6E65262E86B12072C60C

0BFD435DED2FFBD890062D36ABB6A830
6267A69C7D36AA761082E2D1175464E0

0BFD435DED2FFBD890062D36ABB6A830

82D205869C776D8C367B477E8438D1F1

9401419A2FCaFAF919221BEEEDE7770A
D7177B47DCF8F1E3E5BC59F153EEQOFA
935D7C4E010F79FB4D3947D191CB5D7E
53E6F1DDB08B4CE450EFBC3FEC822004
85DE51FFD49743CFD35AEC25147B1036
(C89330D2FBD6EAF20386E02534411192
01CoBBFFAF80C5ECgFo559F2148653AF
5F753AE907D950B782AA1E4DCE3BAQE7

E83BC3DF75B7B1BB0261A6154F919F1D

Result

PASS
PASS
PASS
PASS

PASS

PASS
PASS
PASS

PASS

PASS
PASS
PASS
PASS
PASS
PASS
PASS
PASS
PASS
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Ubuntu Server 6.06
Ubuntu Server 6.10
Ubuntu Server 7.04
Ubuntu Server 7.10
Ubuntu Server 8.04
Ubuntu Server 8.10
Apple OS X 10.4 PPC
Apple OS X 10.5 Intel

e451038f108519€121576¢646¢46f28¢
fe52708fbfiob81bo18e60gdaz8cagzy
fdbfsae46257dbs39d38casdcgiiesey
6e456bdbs8beisdidcb785f2a8376472
03c03d4413202besfao8c4cgobfizede
aa609974b6773debcgoazdbfo8ad220c
58a9a08922bf15873c1c7fb75b829d7b

45b608d8d62fas64d3d5055b5e9a09a0

ao073b1aocbbg6938a1699823base6gaf
98bsde262ec42072ed15d28bey23d2c2
07220c3f5a1bcaf89891fdo228288876
8cbbbc673901073134b9607aff7bgf84
edfea877fcgsoebi10ef5666b31066c0
deb34aydici763f5831babe1osbaz276
fddf4657481e5d1f5ay33e76fe2496bf

2d281550d07074€c8625bb7942d17e7¢

e451038f108519€121576¢646¢46f28¢
fes52708fbf1ob81bo18e60gdaz8cagzs
fdbfsae46257db439d38casdcgiiesey
6e456bdb48be1sdidcb785f2a8376472
03c03d4413202besfao8c4cqobf3zede
AA609974B6773DE6C90A2DBF08AD220C
58A9A08922BF15873C1C7FB75B829D7B

45B608D8D62FA464D3D5055B5E9A09A0

A073B1A0CBB96938A1699823BA5E69AF
98B4DE262EC42072ED15D28BE723D2C2
07220C3F5A1BCAF89891FD0228288876
8CBBBC673901073134B9607AFF7BgF84
EDFEA877FC950EB110EF5666B31066Co
DEB34A7D1C1763F5831BABE1056A2276
FDDF4657481E5D1F5A733E76FE2496BF

2D281550D07074EC8625BB7942D17E7C

PASS
PASS
PASS
PASS
PASS
PASS
PASS
PASS
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2.3 Write Prevention

Does F-Response accurately prevent write operations from occurring on the remote PhysicalDisk(s)?*

In order to test the write prevention capabilities of F-Response , we attempted to perform write operations using both the file system create
file and delete file commands, as well as through direct writing to arbitrary locations on the F-Response connected disk. In all cases F-
Response silently prevented the write operations. In each case, the local system would return a “success” message, however no actual
changes occurred on the remote F-Response disk. While not explicitly noted, the results of these tests were identical for each version of F-
Response tested, Field Kit, Consultant, and Enterprise. The detailed process used to obtain these results is included in section 4 of this

document.
Write Prevention Action Result
Testing
Platform File Deletion Data Modification

System Response Actual Result System Response Actual Result

Windows 2000 Professional  SUCCESS BLOCKED SUCCESS BLOCKED PASS
Windows 2000 Server SUCCESS BLOCKED SUCCESS BLOCKED PASS
Windows XP Professional SUCCESS BLOCKED SUCCESS BLOCKED PASS
Windows XP Professional SUCCESS BLOCKED SUCCESS BLOCKED PASS
64
Windows 2003 Standard SUCCESS BLOCKED SUCCESS BLOCKED PASS
Edition Server
Windows Vista Business BLOCKED BLOCKED SUCCESS BLOCKED PASS
Windows Vista Business 64,  BLOCKED BLOCKED SUCCESS BLOCKED PASS
Windows 2008 Enterprise BLOCKED BLOCKED SUCCESS BLOCKED PASS
Server
Windows 2008 Enterprise BLOCKED BLOCKED SUCCESS BLOCKED PASS
Server 64
Windows 7 (Build 7000) BLOCKED BLOCKED SUCCESS BLOCKED PASS
Windows 7 (Build 7000) 64 BLOCKED BLOCKED SUCCESS BLOCKED PASS
Fedora Core 4 NA NA SUCCESS BLOCKED PASS
Fedora Core 5 NA NA SUCCESS BLOCKED PASS

All write operations are prevented, however select write operations are held in memory where necessary to improve operations. No write operations reach the physical disk. Full details of the write
tests performed are available in section 4 of this document.
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Fedora Core 6 NA NA SUCCESS BLOCKED PASS
Fedora Core 7 NA NA SUCCESS BLOCKED PASS
Fedora Core 8 NA NA SUCCESS BLOCKED PASS
Fedora Core g NA NA SUCCESS BLOCKED PASS
Fedora Core 10 NA NA SUCCESS BLOCKED PASS
Ubuntu Server 6.06 NA NA SUCCESS BLOCKED PASS
Ubuntu Server 6.10 NA NA SUCCESS BLOCKED PASS
Ubuntu Server 7.04 NA NA SUCCESS BLOCKED PASS
Ubuntu Server 7.10 NA NA SUCCESS BLOCKED PASS
Ubuntu Server 8.04 NA NA SUCCESS BLOCKED PASS
Ubuntu Server 8.10 NA NA SUCCESS BLOCKED PASS
Apple OS X 10.4 PPC NA NA SUCCESS BLOCKED PASS
Apple OS X 10.5 Intel NA NA SUCCESS BLOCKED PASS
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Test Environment

Test Environment Software

The following represents a complete listing of the software used to validate F-Response.

Application

Forensic Acquisition
Utilities (FAU)

F-Response
(FK, CE, EE)

GNU Tools (mds, dd,
dmesg)

Encase Forensic

MacForensicsLab

Microsoft iSCSI Initiator

VM Ware ESX Server 3i

X-Ways
Forensics/Winhex’

Version

1.3.0.2363

3.09

2.3.5+
(glibc)

6.13

2.5.4
2.08
3.5.0.
123629

15.0 SR-2

Company

GMG

Agile Risk Management LLC

Linux

Guidance Software Inc.

SubRosaSoft Inc.

Microsoft

VMWare Inc.

X-Ways Technology AG

2 . _ )
X-Ways permission granted for use of demonstration licensed version.

Used for

Used in testing Write Prevention in Windows

Providing remote forensically sound disk
access.

Baseline data collection on the Linux target
platform.

Verifying capacity, read accuracy.

Verifying capacity, read accuracy.

Required to attach F-Response Disk to
Windows

Hosting F-Response Test Virtual Machines

Verifying capacity, read accuracy.

Platform

Windows XP Professional
SP3

Multiple (See Scope
Section)

Linux (See Scope Section)

Windows XP Professional
SP3

Apple OS X 10.5,10.4

Windows XP Professional
SP3

VMWare ESXi Hypervisor

Windows XP Professional
SP3

March 2009
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4  Test Result Details?

4.1 Obtain Baseline (Windows)

Step 1, Open X-Ways WinHex and select the first physical disk, record the provided total number of bytes and sector size. Divide the total
number of bytes by the sector size to obtain the sector count. Record the provided values.

[ #64-win2ke-sry on fresponse-esxihome —1of x|

Ele Yew WM

il W @| I Connect Flappy 1 ‘ @

_18 x|
File Edit Search Posiion View Tools Specalist Options Window Help
DEEHEGEE oBR2hl HANEAM | 2 Res S5m0  HdroHE | &
P—— Herd disk 0 |
e B =
Paritioning style: MBR 2files. 1 parttions
Name ~ [Ext. [ Siz= [ Created [ Modiied [ Accessed [ [ st s=ctor
|2 Farition 1 NTFS 16.0GE 2042
Stat sectors 1018 0
Unpartionable space 5218 33543720
Of fzet 01 2 345 & 7 % 3 ABCDEF| /| i’ E—
000000000 | 33 GO 8E DO BC 00 7C 8E CO GE D& BE 00 7C BF 00 | 3AIBM [1219% | Hard disk 0
000000010 |06 B9 00 02 FC F3 44 50 68 1C 06 CB FE B3 04 00| * usAPh Ea? Model:  VMware Virtual disk
000000020 |ED BE 07 80 7E 00 00 7C OB OF 85 10 01 83 C5 10 %% 1~ | 1 14 Fimware Rev.: 10
000000030 |E2 FL CD 18 83 56 00 S5 C6 46 11 05 Cé 46 10 00 | a5t IV UEF &F Bus: SCSI/SATA
000000040 | B4 41 BE A& 55 CD 13 5D 72 OF 81 FB 55 A& 75 09 | "2»3UI Jr aldu
000000050 |F7 €1 01 00 74 03 FE 46 10 66 60 80 7E 10 00 74 | =& t pF £ p~ t  Dsfault Edtlods
000000060 | 26 66 68 00 00 00 00 66 FF 76 0% 56 00 00 68 00 | &h  fyv h h Iz TEE
000000070 |7C 68 01 00 68 10 00 B4 42 8A 56 00 8B F4 CD 13| |[h kb "BIV 18 Undo level 0
000000080 | 9F 83 ¢4 10 9E EE 14 B& 01 02 BB 00 7C 8& 56 00 | 10 48 . » IV Undo reverses n/a
000000090 | 84 76 01 84 4E 02 BA 6E 03 CD 13 66 61 73 IEFE| Iv IN In I fas b
00000000 |4E 11 OF 85 0OC 00 80 7E 00 80 OF 84 BA 00 B2 80 | N 1 1~ 1 11 =1  Teislcapaciy 160GE
0000000B0 | EB 82 55 32 E4 84 56 00 CD 13 5D EB 9C 81 3E FE| &1U251v T 181 b 17.175.869,184 bytes
0000000C0 | 7D 55 AA 75 GE FF 76 00 ES 84 00 OF 85 15 00 BO | }Ufuniv &1 * Bytes persecior 512
0000000D0 D1 E6 64 E8 7F 00 BO DF E6 60 E8 78 00 BO FF E6 | Nede °Be'ex "¥&  Supusssctomatsnd: 10712
0000000ED | 64 E6 71 00 B8 00 BB CD 14 66 23 CO 75 3B 66 81 | dog , »1 f#hu;f
0000000F0 |FE 54 43 50 41 75 32 81 F9 02 01 72 2C 66 68 07 | 0TCPAuZ & =z.fh Farition: <1
000000100 |BE 00 00 66 68 00 02 00 00 66 68 08 00 00 00 66|» fh  fh £  Reliveseciorlo n/a
000000110 |53 66 53 66 55 66 &8 00 00 00 00 86 6% 00 7C 00 | 5£5{Uth  fh | )
000000120 |00 66 61 68 00 00 07 CD 1A 54 32 F6 EA 00 7C 00| fah I Z268 | Mode: hexadecimal
000000130 | 00 CD 18 A0 BF 07 EB 08 A0 B6 07 EB 03 AD BS 07| f - & W& p 3'2::1erse1 h’;‘:‘iéﬂ
000000140 |32 E4 05 00 07 8B FO AC 3C 00 74 FC BB 07 00 B4 | 25 1&-¢ tibs : °
000000150 | OE CD 10 EB F2 2B C9 E4 64 EB 00 26 02 E0 F9 24| I covEdds 5 aps  CoorPoeass 25618
000000160 |02 C3 49 6E 76 61 6C 69 64 20 70 61 72 74 69 74| AEInvalid partit Window #: 1
000000170 |69 6F 6E 20 74 61 62 6C 65 00 45 72 72 6F 72 20| ion table Error Mo. of windows: 1
UDDDOOLED | 6C 6F 61 64 63 GE 67 20 6F 70 65 72 61 74 69 6| loading oPeratin oo ey i
000000150 | 67 20 73 79 73 74 65 6D 00 4D 69 73 73 63 6E 67 | g system Missing =
=l emp| BB (S
Sector 0 of 33554432 | Ofaet: 0 = 51 | Block: n/a | S| 166t (£)-16333
7 At i+

e
Srstart| | oM @& [ wintex [& &y vsem

3 All testing details assume the F-Response disk has been properly connected using one of the many supported iSCSI Initiator software products, as this process is detailed in numerous
training manuals and quick start guides available on the F-Response website (www.f-response.com) it will not be duplicated herein. In addition while only one baseline collection effort is
contained herein, this process was repeated for all platforms identified under the Scope section of this document.
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Step 2, Obtain file hash value and data hash value, select a system file, double click on it, and select Tools->Compute Hash, select mds hash
and record this value.

=10 %]
Ele Miew ¥M
| |T @‘ = Connect Flappy 1 @) J:@
= winHex - [bootmar] =l x|
X File Edit Search Pasition View Tools Speciglist Options Window Help =& x|
DSHSEE | ~BETRH AL YA -Res  SHemO | K roE | &
[Case D Hard disk @ | Hard disk 0, Partior 1 boctmar |
Fie Edt Of fsat 01 2 3 465 6 7 8 9 4B CDEF i| P—
00000000 |E9 DS 01 EB 04 90 00 00 00 52 8B C3 OE 07 66 33| &l & RIZ £3 bostmar
00000010 |DE BA 01 00 EB 34 00 E3 51 01 2E 88 16 06 00 50 0U° &4 &0 .1 P \
00000020 |66 OF B 54 02 66 OF B7 04 66 F7 E2 66 C1 EB 04 | f NT £ - f-afde
00000030 |2E &3 07 00 8C C1 03 C8 8E C1 58 ES 30 00 OF 82 & 14 E1&¥e0 1 File size 5 KB
00000040 |05 00 E8 0f 00 EB F4 54 E9 8D 01 8B CA 8B D0 52 & &oZe IEIBR 333,203 bytes
00000050 |51 06 &6 53 84 44 02 FF 1D 66 5B 07 8C C1 2E 03 Q £51D ¥ £[ 14 Valid data lenth: 332,203 bytes
00000060 |0DE 07 00 BE Cl 59 G 42 E2Z E5 44 8B C2 C3 66 53 14YZBaa T 1AKES
00000070 |66 53 50 EE CA 00 E8 3h 00 66 8B C8 58 66 8B DA fSPeE & fIEXLN0 [Read-only mode]
00000080 |E8 80 00 66 5B 83 FA FF OF 85 05 00 33 D2 F3 EB & f[Huy | 300E
00000090 | 1F 8B C2 50 E8 &9 00 66 3B C8 OF 84 03 00 E8 12| 14Pe® £ E 1 & Creation time ba//za0s
000000A0 |00 66 OF B7 OC &6 03 CE 66 8B DA 58 E8 28 00 F& f - f BfIUES( @ brzzn
000000B0 |66 SB C3 66 50 66 . - £S £ L Last wrte time:  01/18/2008
000000C0 |03 66 D3 C8 66 89 x ¥l f[ 00:45:45
000000ED | 83 2 FE 0F 64 16 o ooy i et > G
000000F0 |66 50 66 3B D8 OF Y FanE: 1AspINE o
00000100 |59 58 C3 B0 26 67 B 1 Altributes: SHRA
00000110 |1E 00 24 01 OF 84 & fCEC — ——
00000120 |E2 FF OF 81 FA F8 Close 2 e : .
00000130 |66 83 C3 02 83 FA e 24y EL g;:::‘_e’se" hg::::e’t?ﬁa':
00000140 |66 51 66 OF B7 CO 2E 80 JE 06 00 00 OF 84 0B 00| £Qf -A. 1> 1 Bytes perpage:  38cI6-608
00000150 |66 8B C8 66 D1 EB 66 03 C1 EB 03 66 D1 E0 66 OF fiEfNef As fNaf :
00000160 |B7 OC &6 33 D2 &6 F7 F1 66 59 C3 66 50 66 53 &6 £30F Ff YAfPESE Window 7 3
00000170 |51 66 OF B? 4C 08 OB C9 OF 85 04 00 66 8B 4C 15 Qf 'L E 1 fIL i rtoTEE e
00000180 | 66 OF Bé 5C 05 66 OF B7 44 OB 66 F7 E3 66 2B C& f T~ f D f-&f+E )
00000190 |66 OF B7 44 06 66 C1 E0 05 66 OF BY 1C 66 03 C3 £ D fAa £ - £ & i emply
00000140 |66 48 66 33 D2 66 F7 F3 66 2B C8 66 OF B? 44 03 | fHE30f+af+Ef D TEMP folder: 5.4 GBfrea
000001B0 |66 2B C8 66 8B C1 66 OF B 4C 02 66 33 D2 66 F7 | f+EfIAf 9L £30f= I'ADMINI=1ALOCALS™1\Temp
000001CO |F1l 32 D2 66 3D F5 OF 00 00 OF 83 02 00 FE C2 66 #20f=3 1 Dbaf
000001D0 |59 66 SB 66 58 E9 42 FE BB 80 3D C1 EB 04 8C C8 YE[fX&Bbel=4e IE
000001ED |03 C3 8E DO BC 80 OC 52 B8E D8 8E CO 66 33 ED 66 L1DMI RIGIAE34if
00000LF0 | OF B7 E4 8C LE 34 15 8C OE 36 15 ES 6E 03 00 00 -&1 4 | 6 &n
00000200 |66 55 66 53 66 56 66 57 66 BB DC BB 60 00 BE D8 fUESEVEWEND, 1@
00000210 | 8E DO BC 80 14 &6 33 ED 66 OF B7 E4 66 53 66 BI I1DMI £3if -SE5f?
00000220 |02 00 00 00 66 8B F3 66 83 CB 14 64 30 LF 16 07 f18f1E 30
00000230 |83 EC D4 66 33 FF 8B FC 67 BB 06 26 67 89 07 66 1i £3ylugl &gl f
00000240 |83 C6 02 66 83 C7 02 E2 EF 06 IF E8 CE 06 83 C4 1E fI1g &1 &E 14 Data Int =
00000250 |04 66 SB BA 30 00 8E Di 8E D2 8E C2 66 8B E3 66 £[20 104 |A§|§f 4] 8 Bt (2):-23
Page 1of 549 | Offset: o] =233 | Block: s EBE0E
Oistant| | oM @ [ WinHex - [bootmor] iy u30em
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Step 4, Select a single sector on the disk, select Tools->Compute Hash (MD5 128 bit), record the resulting hash value.

64-win2k8-srv on fresponse-es: i ] 4]

File Wiew M
] W @‘ I= Connect Floppy 1 @ T

Hex - [Hard disk 0, Partition 1] =l8lx]|
e Flz Edb Search Fostion Yew Tods Specaist Options Window Help _18] x|
DEHEEE | cBBGn  #ANEH - PeEs  DFc@O | &4r 0B £
Hard disk 0 Hard disk 0. Partition 1 |boo1mgr| SlpCase | amow_m.eur |

\Windows 21 fies, 54 dir
[ Modfied [ Accessed [Atr. [ 1st sector | -

Name ~

| Jwinsxs 1:3203 4,/2009 1
) bfsve.exe /2008 22 14
|_] bootstat dat 008 1477512
] Dtclnstalllog log 01/18 06:54:4203,/01/2009 07.24:10/01/19/2008 O \ 1477648
|| explorer sxs exe 01/18/2008 23:32:1101,/19/2008 01:00:1501/18/2008 23:22:11 A 1483680
L]lvaupdma exe exe 01 52:25 0118 1 1/18 14
|_] HelpPane exe e 14 L
|_]hh.exe axe 14
] mibbin bin 1432832 id|
Offset 01 2 3 4 & = 11,313,471 488 bytes
02D473FD0 | 00 00 00 00 00 00 ez 5.5GE
02D473FED |00 00 0O OO0 OO0 00 P ——— _I 5,864,296 448 bytes
020473FF0 | 00 00 00 00 00 00 or Hard disk 0, Partition lock):
e Total capacity: 16.0GB
020474000 | 4D S& 90 00 02 00 ¥ 17.177.772.022 bytes

020474010 | B8 00 00 00 00 00
020474020 | 00 00 00 00 0O 0O EIope: 4098

020474030 | 00 00 00 00 00 00 Close 5 Fres clusters: 1431713
020474040 | 0E 1F Ba 0E 00 B4 . LIlTh Total clusters: 4193791
020474050 | 69 73 20 70 72 6F & &1 6D 20 63 61 6E BE 6F  is program canno

Bytes per sector: 512
02D474060 | 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20  t be run in DOS e I
020474070 | 6D 6F 64 65 2E 0D 0D 0A 24 00 00 00 00 00 00 00 mode s : o
02D474030 |1E C5 92 92 54 A4 FC C1 G5A A4 FC C1 SA 24 FC C1 A" ZEAZHAZHIA Physical disk: o

020474090 | 7D 62 92 C1 63 44 FC C1 7D 62 81 C1 58 &4 FC C1  }b AcHiuk}b AXFiid

020474040 | 7D 62 87 C1 73 A4 FC C1 5A A4 FD Cl 80 A7 FC C1 | }blAsidZayAISid Wode: hexadecimal
1= : Chemctersst:  ANSI ASCI]
02D4740B0 | 7D 62 91 C1 45 &4 FC C1 7D 62 8E C1 66 A4 FC C1 b’ AEMiA}b)AEmiid e e

02D4740C0 | 7D 62 80 C1 SB A4 FC C1 7D &2 84 C1 5B A4 FC C1 | }blA[Mid}bIA[miid

02D4740D0 |52 69 63 68 5A A4 FC G100 00 00 00 00 00 00 00 RichZid Eytecperpage:  2c1G-416

02D4740E0 | 00 00 00 00 00 00 0O 0O 00 OO0 00 00 00 00 00 OO Window 2
02D4740F0 | 50 45 00 00 64 86 06 00 OC 97 91 47 00 00 00 00 PE dI 1'G Lo T Z
02D474100 | 00 00 00 00 FO 00 22 00 OB 02 08 00 00 32 07 00 i 2

02D474110 | 00 CC 27 00 00 00 00 00 EO0 34 02 00 00 10 00 00 I &4 =
020474120 |00 00 00 00 01 00 00 00 00 10 00 00 00 02 00 00

020474130 |06 00 00 00 06 00 00 00 06 00 00 00 00 00 OO0 OO T 17.177.772.032 bytes |
02D474140 |00 40 2F 00 00 06 00 00 BS Cé 2F 00 02 00 40 81 @ pE- @

020474150 |00 00 08 00 00 00 00 00 00 EO 00 00 00 00 00 00 & Bytes per cluster 408
02D474160 | 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 0O =l Fres clusters 1431712
Sector 1483580 of 33550338 | Offeet 20474000 | =77 | Block 20474000 - 3DATAIFF | Size 200

Lostart| | 2o @  |[E= winkex - (Hard disko... g my nePM
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Obtain Baseline (Linux)

Step 1, Use “dmesg | grep sectors” to return the total number of sectors on the attached disk(s) and sector size

@ fedora-fc4-1386 on fresponse-esxihome

File \iew YM
=il

[root@new-host-Z2 “1# dmesg | grep sectors
SCS1 device sda: 8388688 51Z-byte hdwr sectors
SCS1 device sda: 8388688 51Z-byte hdwr sectors

[root@new-host-Z2 “1# _

4.2

b & | ) ComrectCD/AVDY | {21 (G {2

(4295 MB)
(4295 MB)

Page 17
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Step 2, Use "mdssum </path/toffile>" to return generate the hash of a relevant system file.

[@ fedora-fc4-i386 on fresponse-esxi.home - x|

Eile Wiew YM
W 00 | | (2 ConmectCD/VD | {3 (3 {3

[[goot@new-host-Z2 " 1# mdS5sum ~bootrsuvmlinuz-Z2.6.11-1.1369_FC4
TleVabced43fb3abZBbbA87d7adZcled sboot svmlinuz-2.6.11-1.1369_FC4
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Step 3, Use “dd if=/dev/<disk> bs=1b count=1 | mdgssum” to return generate the hash of a single sector on the disk.

@ fedora-fc4-i386 on fresponse-esxi.home

File Wiew WM
o p & 0 {2

[root@new-host-2 “1# dd if=rdev-sda bs=1b count=1
1+8 records in

1+8 records out

935d7c4ef18f ?79f b4d3947d4191ch5d7e -
[root@new-host-2 7 1# _

() ConnectCO/DVD 1 | (2]

=101 ]

mdSsum

March 2009
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4.3 Obtain Baseline (Apple OS X)

Step 1, Use the SubRosaSoft MacForensicsLab to obtain total disk size in bytes and sector size in bytes.

" @ MacForensicsLab File Edit Bookmarks Window Help 2 ) @& Tue412PM @
806 MacForensicsLab : =
! i Mounted false
~ Device Leaf No
Device - /dev/disk0 Writable Yes
3 M TOSHIBA MK6026GAX - 55.89 GB BSD Minor 0 e
3 Preferred Block Size s12
— Volume - MacDrive BSD Major 14

.| Total Size 55.77 GB BSD Name disk0 I
=== Available 0 Bytes Size 60011642880
- Content Hint
£ Device - jdev/diskl Removable No
) i CS
¥ = MATSHITA CD-RW CW-8121 - 1,000.¢ IOMedialcon Internal.icns esLab |
BSD Unit 0
; Ejectable No
Volume - MacForensicsLab i
) Total Size 1,000.0 MB Goatent Apple_partition_scheme
Available 0 Bytes Whole Yes
= Drive Title TOSHIBA MK6026GAX
Serial 451P0815T

— =

! Mary Jeimberg's PowerBook G4

Properties

MacDrive

/dev/disk0

Total Size 55.89 GB
TOSHIBA MK6026CAX

-« - 0

Acquire Search Analyze salvage Browse Audit

Tuesday, March 24, 2009 4:12:32 PM //‘;

1ONS
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Step 2, Open a Terminal window in Apple OS X and use the following commands to obtain file and data hashes “mds <path/to/file>” and “dd
if=/dev/rdisko bs=1b count=1| mds".

800 Terminal — bash — 80x24

Last login: Tue Mar 24 12:85:35 on Ltyshaa 1
new-hozt i~ mshonnond md5 smoch_kernel == osz-i386.txt

new-hozt i~ mshonnond sudo dd if=/dev/rdizkd bs=ilb count=1 | md5 »» osx-i386.txt
Pazsword:

1+8 records in

1+8 records out
R1Z bytes tronsferred in 8.626721 secs (19161 bytes/sec)
hemw-host i~ mshannond I
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F-REsPONSE® VALIDATION TESTING REPORT

4.4 DiskValidity Testing — Encase

File Edit View Took Help
DNew (5 open Fiprint [§ Refresh

MaRCcH 2009

_[=x]
x| [H Table 5 Code
% Entries (L Bockmarks L, seand b =]
5 cases
Cases
Page 1
&Hex oo YA Transcript B Picture E]Report [ Console 3@ petails G output [ Lock [ Codepage [ EnSeript] A Hies T Fikers (= Conditions £ Dieplay %] Queries /A, Text Styles
B¢ Enseript

(5 Examples
) Forensic
) Include
1) Main
Tupty File

Step 1, Open Encase Forensic Edition.

March 2009
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Case Options El

Examinet Mame
f rras

Defaulk Export Folder
I H:1Program Files\EnCases|\Export

Temporary Folder
I H:\Program Files\EnCases) Temp J

Index Folder
I H:\Program Files\EnCasedh Inde:x

# Back Finish Zancel |

Step 2, Create a new Encase Case File.
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F-RESPONSE® VALIDATION TESTING REPORT
F-Response MARCH 2009

Extend Your Arsenal

x

[ Sessions [ Phrysical Memory r Process Memary

é—DEW Sources Mame Comment
& Local B 1 | e Local Drives
[JICT) Evidence Files ez Palm Pilok
(IS Hi\Pragram Files\End | ] 3 | 3¢ Natwork Crossover

]IS FiiF-Response Usag
[]I5) FiiF-Response Usag

4| | »

< Back I Mext = I Cancel

Step 3, File->Add Device, select Local Drives
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5
é‘?:g“‘" Devices Mame | Label | fccess | Sectors | Size ‘ Proliless ‘ Blrg;t:d FiIeRgasEl
R Local Drives
1 G C NTFS Windows 16,755,731 SGEB 1] .
Oz el F MNTFS Windows 1,172,133... 558.9GE ul N
] 3 e H MNTFS Windows 625,121,216 293.1GE ul N
] 4 g o WDC WD32  ASPI 625,142,445 298.1GB ul N
0= 3 Maxtor 6 ASPI 240,121,728 114.5GB o .
Oal3= Trkel ASFT  1,172,143... 555.9G8 i .
N2 E FRES ASFT 16,777,216 BGE i 2
1| | 3
< Back. I Mext = I Cancel

Step 4, Select FRES (F-Response Disk), Note Total Sectors.
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]

; Process Write Read Parse
hare | R ‘ SCiezsy et s ‘ 2z | 1d Blocked | File System | Link Files
1 QS FRES A5PI 16,777,216 &GE 1} . .

< Back I Firish I Cancel

Step 5, Press Next and Finish
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4.5 Read Accuracy Testing — Encase, X-Ways
ETEY

File Edit View Took Help
new 5 open [ Save < Print e Add Device ‘L Search [ Refresh

|5 cases| X i[5 Table| E|report (5] Gallery ) Timeline sk 4 Code

(3 Home [ Entries| ([l Bookmarks ‘X, Seand Hame ‘ Filter ‘REID"M file ‘ TFiLeE | Cat';”;m | E——" | [E—— - ‘ = =
[ Home| od<Fie Extents @ Permissions ©4P|[0] 1 |y $extend Folder, Internal, Hidden,... 06[24/06 04:01:404M  06/241
SO’ Entries [ 2 | Documents and Set... Folder 09/04/08 09:07:354M  06/24)1
sosfd 3 O 3 | i) Program Files Folder, Read Orly 09/04/08 09:07:354M  06i24jt
BOf % C [ 4 | . RECYCLER Folder, Recycle Bin, Hidd... 09/04/08 09:07:354M  07/09)1
DI $E=tend O 5 |y shared Foldsr 06/20/05 01:39:28PM 07 /211
gg E:';;r:fn";;”d settings [ & | System ¥olume Info... Folder, Hidden, System 09/04/08 09:07:358M  06/241
0 g REcvauER O 7 |5 wINDOwS Folder 09/04/08 09:07:354M  06i24jt
) Shered O & |5 wpub Folder 05/20/08 01:39:28PM  06/2401
1) System Volume Information O 9 |@ smer File, Tnternal, Hidden, 5 6241
i) WINDOWS [ 10 |[=) $MFTrr File, Internal, Hidden, S 06/24ft
) wmpub O 11 |5 sLogrie File, Tnternal, Hidden, 5 612401
[ Lost Flles [ 12 || $volume File, Internal, Hidden, 5 06241
O 13 | [ $ateDef File, Tnternal, Hidden, 5 06j24it
[ 14 |[=) $8itmap File, Internal, Hidden, Sy... 06/24/08 04:01:40AM  06/2401
O 15 | 5 $Boot File, Tnternal, Hidden, Sy... 06/24/08 04:01:40AM  06i24i1
[ 16 | [ $Badclus File, Internal, Hidden, Sy... 06/24/08 04:01:40AM  06/2401
O 17 | [ $BadClus-gEiad File, Internal, Straam, 5...
[ 18 |[=) $5ecure File, Internal, Hidden, Sy... 06/24/08 04:01:40AM  06/2401
O 15 | [ §5ecured51 File, Internal, Straam, 5...
[ 20 | [ $Secure $sDH File, Internal, Stream, ...
O 21 | [ $5ecure 4505 File, Internal, Straam, 5...
[ 22 |[=) $upCase File, Internal, Hidden, Sy... 08/24/08 04 06/24ft
W 23| [ ntide File, Hidden, System, Re. .. 07/08/08 01 03j250
[ 24 | [] NTDETECT.COM COM DO Executable CodelExecutable File, Hidder, System, Re. .. 08/24/08 04 3250
O 25| [ pagsfile.sys sys  Devics Driver CodelExecutable File, Hidden, System, Ar... 09/04/08 09:07:454M  06i24j1
1 26 | [ boot.ini ini Initiglization Windows File, Hidder, System, r... 09/04/08 09:09:124M  06/24)1
O 27 | [ CONFIG.SvS S¥S  Devics Driver CodelExecutable File, Archive 06/24/08 05:45:39AM  06i24j1
[ 28 | (] AUTOEXEC.BAT BAT  Batch CodelExecutable File, Archive 06/24/08 08:45:39AM  06/24)1
"_i ] 1 10.5vS I WS Nevire Driver CrdeiFerr kARl File. Hidden. Swstam. Re NAEZ4INA NA:45:394M nﬁi::i':l

EHex LayDoc % Transeript [ picture =|Report [ Console 78 Detals O output [ Lack B Codepage BT 1/22341 4 Enscript| ‘A Hits T Fiters [ Conditions 2% Display %] Queries /A, Text Styles
oooooo - Lt e REqIT- £ - £2AEREs L @A EEANED ',"é"e‘&ZéDwthRD'ESEiD'Y'f['CEi.ﬂé_vﬁ Enscript
000095 - : f<E>§f<tTé€-f[fﬁ- :'Sﬂﬁe-c.ué@'f;fz-,: L-f-;-f-ﬁfcﬂ)(ét-mf[if?fkfnfs-f- B
s f[EYERERAPEQ3EES - AFGy-, - @A .- EXEPE;B fr - cAEBHETRAPEge  (Bor v or o frn -
£ puge, o rdiage Bogre e ee o fcRefles fee ffage - £302-AVEEDESEQE Lo Br e HCT) Forensic
i f4Efe +De f+EE LEe qILe £20E+520 o frobRETE EXEEPsA
00047848 ®E- AZph (- REPZAE- - DEAA- D, PAE he &7 fhe g -
sg-nhttoe DifE- 00300 £, - - ZRZD3T G- 00 em (e e
FEBa@. % - -WPacB-&c]-8<M &<U &eu-52E-%_-cegDE- shE- 5% -
0007601 6x1-601-e3i-ekI-60i-chi-e;i-eni-a-t-eamian-- CEYS:
000855 <N £5&- Sgm- - EAE- z
000957 b+, » +Ghe e rrns
0010454+ £3h b *

001140 £3hfped- £4-

EPEAUGGEYE
& e EhE3busgtafoN. £fA Gyie BL
© MERERM QD
S EZEY - £-AfPh- ke £ £EEEUCLFic AGE- £3AeEnD &1 i
“I-nFafigye - £ha FPEAE-- <uC fO&H- -
001235 -+ £Aa £+ -+ f+Bv- £SLAE - “AEPET fA- £4§y »~+ £ FiucB1AfUcions « fUEVES- - f¢ £ N-O &+ £oPAMET Frn -
001330 £uN- £- BE-TAMSE- REuN- £1£7£_- £ REULSEVEWLcT, - E0E £ +4+ "hadEpOIUES FVETECT, " - 20ED%WpO
001425 £5£1- -+ - fis £3%ciye s aghe £FE £5C- A Ucifh- £eF-c@fE- she- BhN- tehar N5z SF- v EVeg
00158204+ - _e-&i- -0 s, Bl nEPe BT % i -

[ Test Case|3|Cintldr (PS 1219463 LS 1219400 CL 152425 S0 000 FOO LE 1)

Step 1, Check File Hashing selected file from F-Response presented disk.
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search x|

|1 Entry, 0 Records

—Keyword Search Options rEmail Search Options
™ Search entries and recards For keywards [~ Search For emai
| selected keywords anly l‘; keywords [~ Recovered deleted
¥ | search entry slack = Gutlook (PETY
™| Wse initidlized size = outlook Express (DB
I | Wndelete entries before searching = Exchange (EDE)
™| Search only. slack area of entries in Hash Library: = Lotus (H5F)
r—Hash ©ptions oL
V¥ Compute hash value = veor:
[ Recompute hash values r Additional Cptions

[T Werify file signatures
" I1dentify codepages
[~ Search Eor internet history

] Comprehiensive search

Start I Cancel |

Step 2, Select Menu item Tools->Search, check Compute hash value and Selected items only

searching x|

Status: Completed ﬂ [~ Console
Skart: 0904108 09:24; 154M

Stop: 09/04/03 09:24:174M [~ note

Time: 0;00:02

Files: 1 [ Log Record

Hash walues: 1

Cancel |
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Step 3, Press OK when Searching is complete.

=I5l

File Edit Yiew Tools Help
I Mew (Zopen [ Save < Print e Add Deviee X, Search [ Refresh

{3 cases| X[ Table] =lreport (2l Gallsry 2 Timelne (2] Disk % Code:
= Physical Physical Evidence File Code Hash ¥ Hash Hash Hash [«
Hi Ent Bookmarks Seand b b b =
i3 e 5 entte] (Dgockmeris Ear{ Location | Sector | Fil ‘lder\t\ﬁar| Page ‘ Value ‘ Set Categor Fropestiss
5 Home| siFilc Extents @ Permissions T4% (] 1 | 3,e1,260,280 6,291,541 3 11 0
D-O#% Entries [ 2 | 228,769,280 446,815 3 3592 [
é—DMQ3 a3 758,881,792 1,482,191 3 3997 o
T [ 4 | 3,243,769,640 6,335,467 3 21584 o
(10 Exdend [ 5 | 3,227,000,648 6,302,735 3 5808 o
{1115 Documents and Settings
O & | 3,224,933,304 6,296,697 3 3569 o
(11 Program Files
0 ) RecYCLER oz 42,249,728 82,519 3 28 [
5 Shared [ & | 3,228,850,976 6,306,349 3 7415 [
15 Svstem Yolume Information [ 9 | 3,221,257,728 6,291,519 3 o 0
155 WINDOWS (] 10| 4,289,498,624 8,377,927 3 1 0
(15 wmpub O 11| 3,176,242,688 6,203,599 3 H o
(13 Lost Files O 12| 3,221,261,268 6,291,525 3 3 i}
[ 13| 3,221,249,536 6,291,503 3 4 o
[ 14 | 4,289,551,672 6,376,031 3 6 o
15 32,256 63 3 7 [ —
[ 16 | 3,221,286,208 6,291,535 3 8 [
17 8,481 16 3 8 [
18 3 El [
19| 426,486,616 632,543 3 E] o
Ol 20| 42,286,112 62,551 3 E] o
O 21 40,448 793 E] o
[ 22 | 4,289,614,016 6,376,543 3 10 o
W 23| 624,365,056 1,219,463 3 3443 0 971757832F7dd9516977985999(527ca
24 £70 R7R 777 1730 231 2 2447 n hd
[] | »
i [EText Hex Laiboc %A Transcript [ Picture | —|Report| ] Console T3 Details O output [ Lack B Codepace B 1722341 \vig EnSmptl F Fiters [ Conditions £ Display =] Queries A, Text Styles
Mame: ntldr = é»v’[g EnScript
Description File, Hidden, System, Read Only, Archive [ Examples
Last Accessed 07/08/03 01:59:59PM =) Forensic
File Created [I3/25/05 0700 CI0AM =) Include
Last Wiitten O7/06/08 01:59:53PM Wain
Entry Modified 07/08/03 01:59:59PM
File Acquired 09/04/08 09:22:32AM
Logical Size: 297 072 p
Initialized Size: 297 072
Physical Size 299 008
Starting Extent 0C-C152425
File Extents: 1
Permissions: -
References o
Physical Location: 624 365 056
Physical Sector: 1,219 463
Evidence File 3
File Identifier 3443
Code Page: a
il-lash Walue: 97175783217 dd251R977985999E27 ca | _'LI
4 »

[ Test Case\3\Cintldr (PS 1219483 L5 1219400 CL 152425 50 000 FOO LE 1)

Step 4, Review and record the resulting hash value.
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¥x-Ways Forensics
File Edt Search Positon Wiew Tools Specialist Options Window Help

=13
NEEEEE | oRehih | ARG XM | - Res | aFeml | 84 r0E | &
File Edt

Step 5, Open X-Ways Forensics
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viewisk x|

El-gss Logical Drive Letters
I = (). HDO

----- 3 0

----- e Data (E:), HIM
P e (F).HDZ

B4 Physical Media

Qg Cancel Help

Step 2, Select Tools->Open Disk, Select the FRES disk, press OK
opooogos3o |00 OO0 00 00 OO0 00 00 0O 00 o0 oc
opooosod4o |00 OO0 00 OO0 OO0 00 00 0O 00 OO0 oc
opooosaoso |00 OO0 00 00 00 00 EB 12 90 90 O

Sector 63 af 16777216 | [ffzet:

Step 3, Note total sector size.
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JRETET]
e it G Sewch Postion Yew look Specdst Qptiors Window teb ~lax
NEWEFlE  ~hanh: ALY H | P | IFGomd 4 r0E | &
=] | |
Fie £ s 3 paiiiers
T Tol Se [ Cisatsd Modied T Apcead A [T seon]
B 1s6MB &
’ 7868 ez
St sectors EXT o
Urparionstie space 26m8 16771050
ek
Of fset B Hand disk 2
000000000 Vods FRES FRES
000000010 Fmvese v o
000000020 Bus: oSl
000000030
000000040 | 80 00 00 B0 41 B& 04 00 0D 0B FA 90 90 Fs €2 60 |¢ ok, 1 [ty
000000050 | 75 02 B2 BO EA 53 7C 00 00 31 CD GE 09 OE DO BC | u *IS¥] 1AIDIDY
000000060 |00 20 FB AD 40 7C 3C FF 74 02 88 C2 52 F6 C2 B0 0 @ cye JARGAN Totol eapachy: Load
000000070 |74 54 B4 41 BB AA S5 CD 13 SA 52 72 49 81 FB 5 | tT"ax2U1 ZReI1al G ChEn
000000080 | &k 75 43 A 41 7C 84 CO 75 05 83 EL 01 74 37 66 | duC Aluku 14 t7¢ [Tr— 512
000000090 8B 4C 10 BE 05 7C Cé 44 FF 01 66 8B 1E 44 7C C? L % |EDy £0 DIG Surphaz tector: at end: 535

0000000A0 |04 10 0O C7 44 02 01 00 66 89 5C 08 €7 44 06 00 €D 1N 6D
00000008 |70 66 31 CO 8% 44 04 66 09 44 0C B4 42 CD 13 72 | pildaD £1D 'BI ¢ Pathcrs a
0000000CO | 05 BE DO 70 EB 7D B4 08 €D 13 73 0A F& C2 80 OF | » p=)° I = 8Al Fiefative sector No: e
0000000DO |84 FO DO E9 BD 00 BE 05 7C C6 44 FF 00 66 31 CO | 15 &1 % |&Dy £1A

0000000EQ | 88 FO 40 66 8% 44 04 31 D2 0B Ch C1 E2 02 69 EA | 1&8£aD 101EES 12 Mode: hessdecmal
00000OOFD |88 F4 40 B3 44 0B 31 CO BB DO CD EB 02 66 69 04 ID 1A1BAE £1 Chaisctei set ANSIASCI
000000100 |66 A1 44 7C 66 31 D2 66 F7 34 88 54 DA 66 31 D2 | fiDIE1OF=4IT £10 Difsels: i
000000110 | 66 E7 74 04 B8 54 OB @9 44 OC 3B 44 08 7D 3C 84| £+t 4T 1D .D e Byies pes page: 016540
000000120 |54 OD CO E2 06 BA 4C OA FE CL 0B DL BA 6C OC 5h | T A& iL b Wil Z

000000130 |8A 74 0B BB 00 70 SE C3 31 DB BB 01 02 CD 13 72| Ju » ppki0, I ¢ i 4
000000180 | 2k BC C3 BE D6 48 7C &0 1E BS 00 01 8E DB 31 F& | =1X) H|® * 018
000000150 | 31 FF FC F3 A5 IF 61 FF 26 42 7C BE 7F 7D ES 40 | 1yuo¥ aykBlui}es = p—
000000160 | 00 EB OE BE €4 7D E@ 3 00 EB 06 BE 9E 7D E8 30 | & M1}&0 & Mahe0
000000170 |00 BE 53 7D EB 2A 0D EB FE 47 52 55 42 20 00 47 | KI}éw SGRUB G TEMP fokder 33368 oo
000000160 | 65 6F 6D D0 4B 61 72 64 20 44 €9 73 6B 00 52 65 | eom Hard Disk e UME T mshomerLOCALS T\ T emp
000000190 |61 64 00 20 45 72 72 6F 72 00 BB 01 00 B4 OE CD| ad Errer n = 1

0000DOLAD |10 AC 3C 00 75 F4 €3 00 00 00 0D 00 00 00 00 00| =~c usk -
000000180 |00 00 DO 00 00 00 00 00 05 DD 09 00 00 00 80 01 T <
0000001CO | 01 00 83 FE 3F 18 3F 00 00 00 94 20 06 00 00 00| ap? 7 1

000000100 | 01 19 BE FE FF FF DS 20 06 00 3B Ch F9 00 00 00| aby¥0 B

00000O1EQ |00 00 DO 00 DO 00 00 00 00 00 0D 00 00 00 00 0O

0000DOLFO |00 00 0O 00 DO 00 00 00 00 00 00 00 00 00 S5 & Uz

000000200 |00 00 DO 00 00 00 00 00 0D 0O 0O 00 00 00 00 00

000000210 |00 00 DO 00 DO 00 00D OO 0D 00 0D 00 00 00 00 0O

000000220 |00 00 DO 00 DO 00D 00 00 0D 0O 0D 00 00 00 00 0O

000000230 |00 00 DO 00 00 00 00 00 0D 0O 0O 00 00 00 00 00

000000240 |00 00 DO 0O DO 00 00D OO 0D 00 0D 00 00 00 00 0O

000000250 |00 00 DO 00 0O 00 00 00 0D 0O 00 00 00 00 00 0O

000000260 |00 00 DO 00 00 00 00 00 0D 00 0O 00 00 00 00 0O

000000270 |00 00 DO 00 00 00 00 00 0D 0O 0D 00 00 00 00 0O -l

Sector 0 of 16777216 Ot FF. =170 | Black: 0-1FF | Size:

B

Step 4, Select the sector of disk hashed previously during the baseline gathering phase. Press Ctrl-F2 to bring up the hashing dialog.

MD5 (128 b

..for FRES FRES [Elock]:

Step 5, Select MDg as the hashing type and press Ok, record and compare resulting hash with hash obtained during baseline operation.
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4.6 Write Prevention Testing —Windows

== | ocal Disk () — 13l x|
File Edit Wew Favorites Tools Help | |','
0 Back > | l_'m e Search i Folders
Address Iw o2 j Go
File and Folder Tasks ES ‘/} Documents and Settings Program Files
|

Iﬂﬂ Rename this file

[y Move this file

) Copy this file

3 Publish this file to the Web
() E-mail this fils

J
J
System Yolume Information = WINDOWS
¥ Delete this file 1
—T
G

RECYCLER Shared

(= ALUTOEREC BAT
Other Places 2 '/] wmpub

M3-DO3 Batch File
0KB
i My Computer

& My Documents bt ini COMFIG.5YS
iZonfiguration Settings aeal| System file:
I3 Shared Documents 1KB == 0kB
& My Network Places
10.5Y5 MSDOS, 55
aa| | System file El Syustem file
=22 oke =22 oke
Details ¥
SRS NTDETECT, COM
M3-DOS Application
47 KB
pagefile.sys
23| | System filz:
— 559,624 KB

Step 1, Open newly mounted F-Response Disk, select the ntldr or bootmgr file.
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Confirm File Delete

'

~ f The File 'nkldr is a syskem File,

If wou remove it, wour computer or one of wour programs may no
longer waork correckly, Are ywou sure wou wank to move it ko the

Recycle Bing

X

Step 2, Right click and select delete. Press Yes to delete

Mo
== | ocal Disk (Q:) -0 x|
Fle Edit Wiew Favorites Tools Help | '|','
-6 - » -
e Back. \L) I.E > Search I Falders -
Address Inf (=1 j Go
File and Folder Tasks & Documents and Settings I’lJ Program Files
|
) Make & new Folder
@ Publish this Folder to the ==
wieh RECVCLER ’,! Shared
[ Share this Folder L
~ System Yolume Information '8 WINDOWS
Other Places ES |
i My Computer e s A TORREC BAT
@ My Docurnents wnpub N-_J & | M3-DOS Batch File
| | oke
) Shared Docurnents
H My Network Places bioat, ini COMFIG 5YS
y Configuration Settings 2s2| | System file:
1KB OH Date Created: 6/24/2008 8:45 AM
Details ¥ Size: 0 bytes
I0.5YS MSDOTST
gaa| | System file 3as| | System file
—| oks == | 0KBE
| NTDETECT.COM pagefile sys
M5-DOS Application a2zl | System File
47 KB = 589,524 KB
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Step 3, Confirm system response of File deleted successfully.

-Inix]

Eile Edit Wew Favorites Tools Help | l','
@ Back - -J - L.’; /._\-' Search i Folders | v
Address Iw o2 j Go

File and Folder Tasks B

Documents and Settings Program Files

Iﬂﬂ Rename this file '/!
_&- Movwe this file =
) Cony i Fe RECYCLER '/! Shared
3 Publish this File to the Web
() E-mail this fils =
iza Prink this File '/!
3¢ Delete this file
e

System Yolume Information WINDOWS

_— S AUTOEREC BAT
wmpub M3-D05 Batch File
L - 0OKB

»

Other Places

g My Computer bt ini COMFIG.5¥S

Canfiguration Settings 2aaf | System file:
(£ My Documents 1KEB ==l ke
[ shared Documents
. 10.5Y5 MSDOS, 55
& My Network Places a3 | System file 33| | Systemfile
— OKB — OKB

Details ¥ | NTDETECT.COM pagefie.sys
M3-DOS Application 2aaf | System file:
47 KB 589,624 KB

0 m n

Step 4, Create new file, right click and create new Text Document.
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P New Text Document.txt - Notepad =10 x|
File Edit Format Yiew Help
This is a test.| =]

4] 2

Step 5, Open new text document, add arbitrary content, save and close.
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File Edit Wiew Favorites

Tools

Help

=10l x|

/s
J

Q= -0 9

/_jSearch i Folders | v

Address Iw Qi

jGo

File and Folder Tasks

[} Rename this file

_?ﬂ Move this file

D Copy this file

€3 Publish this file to the Web
() E-mail this file

(2 Prink this File

¥ Delete this file

Other Places

:-) My Computer

G My Documents
|3 Shared Documents
\a Iy Metwork Places

Details

JJ Documents and Settings
1

RECYCLER
Syskem Yolume Information

wmpub

. boot.ini
¢ Configuration Settings
1 KB

I0,5YS
aaal | Syskem file
0kl

aaa

S NTDETECT.COM
M5-DOS Application
47 KB

A
W

A
W

e

oF
o
¢

aaa

Program Files

shared

WINDOWS

AUTOEREC. BAT
M3-DO3 Batch File
OKE

COMFIG,SYS
System file
OKE

M3DOS,5Y5
System file
OKE

pagefile . sys
System file
559,524 KB

Step 6, Confirm system response of File created successfully.
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Cylinders: 1@A44
Tracks per Cylinder: 255
Sectors per Track: 63
Bytes per Sector: 512

Total Size: 8589934592
Media Type: Fixed hard disk media

Drive Information:
Partition Count: 4
Partition Style: MER
Signature: 385083084F

Partition: 1

Starting Offset: BxA80RARRARAREY: AR
Length: AxARRRARR1f f582800
Type: IF&

Bootahle: Yes

Partition: a

Starting Offset: BxA0RRARRRARARBBRAR
Length: BxA000000RRANERRAA
Tuype : Unknown

Bootahle: No

Partition: ]

Starting Offset: BxA000000PRARBRRAA
Length: BxA000000RNANERRAA
Type : Unknown

Bootahle: No

Partition: a

Starting Offset: BxA0000000RARERRAA
Length: BxABRRARBRARARBRRAA
Type: Unknown

Bootahle: Ho

Output: S sphysicaldeive?
1+8 records in

1+8 records out

512 hytes written

Step 7, Open FAU DD, use DD command to write zeros to arbitrary sector on disk.
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v winzk3-2k8s on fresponse-esxi.home o ﬂ

Eile Wew YM

m 0| G‘@ Connect CD/DVD 1

=@ [

CE a3l

File Edit Wew Favorites Tools Help | #
() Back + ) ~ ﬁ|p5&arch | Folders |B F >(4|-
Address [« Cy RaN= K
Mame = Size: | Type | Date Modified | Attributes |
|_¥Config.Msi ¢ File Folder 1252009 6:20 PM H3
[C)Documents and Settings File Folder 2]13/2009 5:37 PM
ICProgram Files File Falder 1j5/2009 10:40 AM
|_JRECVCLER File Folder 12/17/2008 &:11 PM
\_15wstem Yolume Information File Falder 11/20f2008 10:52 PM
) WINDOWS File Folder 3(26/2009 5:31 AM
[Cwmpub File Falder 11/20f2008 10:48 PM
ALITOEXEC.BAT OKE  Windows Batch File 11/20/2008 10:48 PM
:';'fbaot.ini 1KE Configuration Settings  11/20/2008 10:44 PM
@ CONFIG.5YS OKB  System file 11{20{2008 10:48 PM
10,545 OKE  System file 112042008 10:48 PM
@ M3DOS.5YS OKE  System file 11{20{2008 10:48 PM
nmsizap‘exe 93KE  Application 2172007 10:03 AM
ENTDETECT‘COM 47 KB Application 3125/2005 §:00 AM
= e 291 KB System file 11/20{2008 11:14 PM
@ pagefile.sys 589,824 KB System file 3262009 §:19 AM

Startl |@ e “.... | o 7 & 1w0s7am

Step 7, Return to F-Response testing computer, confirm no data changes have occurred.
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win2k3-2k8 on fresponse-esxi.home — ﬂ
Eille  ‘Wew Y¥M
m|p & ‘ (£ Connest CD/DVD 1 | B @ R

gwinﬂex - [Hard disk 0, Partition 1] _ |El|1|
e Flle Edit Search Position Yiew Iools Specialist  Options window Help _|El|£|
DELHEsFy | -oB28EHH ARLEH | -RNEs SFeal S44r0E | £

Hard disk 0 Hard disk. 0. Partion 1 |

S INDOWS 143+2=145 files. 102 dir.
Mame « |Exl. |Size |Crealed |Mudified |Ac:essed |Allr |1sl sacturl ;l
|_] clock.avi a4 81.0KB 03/25/2005 03:00:00 03/25/2005 08:00:0011/20/2008 17:40:22 & 1197296 i
IJ cmzetacl log log 73R 1172042008 22:44:47 11/20/2008 23:20:04 11/20/2008 23:20:04 & B300810
|_] Coffes Bean.bmp brp 16.7 KB 11/20/2008 2245:11 03/25/2005 08:00:0011/20/2008 22:45:11 & 1524760 ;I
[urregisrion] OEEset 01 2 3 4 5 & 7 8 910111213 14 15| ~ [ 3] =
Hard disk 0, Partition 1 562 free | 01220479406 BD 54 90 00 03 00 00 00 04 00 00 00 FF FF 00 00| MZ) o
File system: MTFS | 0220479504 B8 00 00 00 OO OO OO OO 40 OO0 OO OO OO OO OO OO ,
0220479520 00 00 00 00 OO OO OO OO0 OO 0O OO0 00 00 0O o0 oo . T
Default Edit Mode 0220479536 00 00 00 00 OO OO OO 0O OO 0O OO0 OO0 EB 0O 00 00 ............ &.
State: orghal | 0220479552 0E 1F BA OE 00 B4 09 CD 21 B8 01 4C CD 21 54 68| . ¢ .. I1, L1ITh
Undo level: o 0220479568 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F | i= program canno
e EeEs nia| 0220479584 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20| t be run in DOS

0220479600 6D 6F 64 65 2E OD 0D DA 24 00 00 00 00 00 00 00 | node 5
Alloe. of visible drive space: 0220479616 4E 00 46 87 04 61 28 D4 D& 61 28 D4 02 61 28 D4 | H.F1.a(d.a{0.a(d
Cluster Ho.: paggg| 0220479632 04 61 29 D4 90 63 28 D4 C3 6E 75 D4 11 61 28 D4 | .a)01c(0Enud.a(0

erploter ese | 0220479648 C9 6E 27 D4 OF 61 28 D4 C9 6E 48 D4 21 61 28 D4 | En'0.a(0EaHO!a(0

WwINDOWwSY | 0220479664 | C9 BE 77 D4 16 61 28 D4 C9 6E 76 D4 OB 61 28 D4 | Enwd a(OEnvd . a(d
. 0220479680 ©C9 BE 72 D4 OB 61 28 D4 52 69 63 68 0k 61 28 D4 | Enrd a(O0Rich. a(d
Snapshotlaken — Omin 299 11550479696 0o 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 0O
Physical sector No: 430687 | 0220479712 00 00 00 00 00 00 00 00 50 45 00 00 4C 01 04 00
Logical sectorMo: 430624 | 0220479728 B7 41 D6 45 00 00 00 00 00 00 00 00 EO 00 OE 01
0220479744 0B 01 07 0& 00 50 04 00 00 C4 OB 00 00 00 00 00

Used space 33GB | naz0479760 A4 48 01 00 00 10 00 00 00 S0 04 00 00 00 00 01
3587493888 bytes | 5550479776 00 10 00 00 00 02 00 00 D05 00 02 00 05 00 02 00
Free space 4BGE| 0220479792 | 04 00 DA 00 00 00 00 00 00 40 10 00 00 04 00 00

4331433848 bytes | 0220479806 | 3D 5B 10 00 02 00 00 80 00 00 04 00 00 E0 00 00
Total capacity: goGe | 0220479824 00 00 10 00 00 10 00 00 00 00 00 0O 10 00 00 00

8.578,330.784 bytee | 0220473840 00 00 00 00 00 00 00 00 00 34 04 00 18 01 00 00
0220479856 00 90 04 00 80 69 OB 00 00 00 00 00 00 00 0O 0O

Bytes per cluster: 4035 0220479872 00 00 00 00 00 00 00 00 00 00 10 00 CC 37 00 00
Fres clusters: 1.218613| 0220479888 | 4C 5F 04 00 38 00 00 00 00 00 00 00 00 00 00 0O
Total clusters: 2034486| 0220479904 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Butes per seclor 52| 0220479320 B8 BF 02 00 40 00 00 00 80 02 00 00 10 01 00 00

Sectmrcount | 16755.732| 0220479936 00 10 00 00 78 09 00 00 BC 30 04 00 CO 00 00 0O
0220479952 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O OO

Physical disk Ul 0220479968 2E 74 €5 78 74 00 00 00 AD 4F 04 00 00 10 00 00 [Data 1 £
. hosatecinel | 0220473984 | 00 50 04 00 00 04 00 00 00 00 00 00 00 00 0O 00 =l 98 ()77
Sector 430624 of 16785732 | Offset 220473438 | =77 | Black néa | Sies | 1BER[h2IT

w Startl J @ a8 J e O} I (3 Vicalypsoitemplwinhex ”g WinHex - [Hard disk 0... J (7]

= 11:07 AM

Step 8, Use Winhex to review selected sector and confirm zeroing operation was unsuccessful.
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=8|
=l&ix|
w o PAEs

Heomp | H4ar0E | &

2Hes, 2patiions

[Tyl Sz 1 Cieated [ Modied [ Acoassed [ At [ 1 coctor [ Hash, [ Repor taf | Comment]
= Paithen 1 B 02ma &
= Paiien? £ 2968 206045

Stat sectors 15K8 0

Urpadionatie space 13M8 8365330

Ok Fie | Pevew | Dok | Galey | Legsnd | S0 Smme) Seecied 0 fes, 1 e 3968]
Offset D 1 2 3 4 5 6 7 8 9101112131415 2| | e
106329169 D C3 C5 9D 20 00 00 D0 4C 56 4D 3z 20 30 30 31 NEAR  LVkz 001 Modet
106929184 32 54 56 4B 66 57 77 32 &3 74 BE A8 7A 53 73 88 2TVK(UwZcenHzSsh Famuars R
106929200 64 17 32 44 §8 71 46 BB GE 46 56 6E 43 45 6C 6F d720KsFkaF¥nCElo Bur 31
106323216 00 7A 88 F3 00 00 00 00 00 00 03 00 00 00 00 00 z1@

106929232 00 00 00 00 00 0O 0O OO 0O 0O OO 0O 0O OO OO OO [

106929248 00 00 00 00 00 00 00 DD 0O DA DO 00 DO 00 DO OO

106929264 00 F2 02 00 00 00 00 00 00 00 00 00 00 00 00 00 = Toie oepeci S0ER
106525280 00 00 00 00 00 DO 0O DO 00 DO 0O 0O DD OO 0D OO0 A.284,967.286 bytes
106329296 00 00 00 00 00 DO 00 00 00 0O 00 00 0D 0O 0D 00 Bytes pas sector 512
106929312 00 00 00 00 00 00 00 00 00 00 00 0O 0O 0O 00 00 Suplus sectors afsnct %7
10623325 0D 00 0D 00 00 DO 00 DO 00 0O DO 00 0O 00 0D A0

106929244 00 00 00 00 00 0O 00 0O 0O 0O 0O OO 0O 0D 0D OO Paither: 2
106929360 00 00 00 00 00 00 00 0O 00 00 00 0O 0O 00 00 00 Reaive sector o 1
106323376 00 00 00 00 00 00 00 DO 00 00 DO 00 0 00 00 00

106929392 00 00 00 00 00 00 00 OO 0O 0O 0O 0O 0O 0D OO OO Mode hexadecmal
106929408 00 00 00 00 00 00 00 DO 0O DO DO 0O 0D 0O 00 00 Charecte set: AN ASCl
106323424 00 00 00 00 00 00 00 00 00 00 0O 00 00 0O 00 00 Otz decimal
106929440 00 00 00 00 00 0O 0O OO 0O 0O OO 0O 0O OO OO OO Bytes per page: A0w16=540
106929456 0D 00 0D 00 00 DO 00 DO 0O 0O DO 00 0D 0O 0D OO
106323472 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 g 4
106523488 0D 00 0D 00 00 DO 00 DO 00 0O DO 00 0O OO 0D 00

106929504 00 00 00 00 00 0O 00 OO 0O DO DO OO 0D 0D 0D OO

106929520 00 00 00 00 00 0O 0O OO 0O 0O OO 0O 0O OO OO OO e &5
106929536 0D 00 0D 00 00 DO 00 DO 00 00 DO 00 0D OO 0D OO TEMP flder 36898 fes
106323552 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 UME™1\mshannonLOCAL =1\ Temp
106929568 00 00 00 00 00 0O 0O OO 0O DO OO 0O OO OO OO OO

106929584 00 00 00 00 00 0O 0O OO 0O DO DO OO 0D OO0 OD OO -

106323600 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e
106523616 0D 00 0D 00 00 DO 00 DO 00 0O DO 00 0O 00 0D A0
106929632 00 00 00 00 00 0O 00 00 0O DO OO OO 0D 0D 0D OO
106923648 00 00 00 00 00 00 00 DO 00 00 00 00 0O 00 00 00
106923664 00 00 0D 00 00 D0 00 DO 00 00 DO 00 00 00 00 A0
106929680 00 00 00 00 00 00 00 00 00 0O 0O OO 0O 0D OO OO
106929696 00 00 00 00 00 00 00 DO 00 00 DO 00 0D 00 00 40
106323712 00 00 00 00 00 00 00 D0 00 00 0O 00 0 00 00 00
106929728 00 00 00 00 00 0O 0O OO 0O 0O 0O 0O 0O OO OO OO
106929744 0D 00 0D 00 00 DO 00 DO 00 00 DO 00 0D OO 0D OO
106323760 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00
106929776 00 00 00 00 00 0O 0O OO 0O 0O OO 0O 0O OO OO OO
106929792 00 00 00 00 00 DO 00 OO 0O DO OO 00 OD 00 OD OO

Offset. 092164 | =157 | Bleck: nfa | Siee: nia |

FRES FRES
0

Scton 208846 of

Step 1, Open the attached disk using X-Ways, record the value of one arbitrary sector of information.
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INDDWS \ system32' cmid.exe

C:sFau~FAlU . x86>dd if =~~.>Zero of=M.sphysicaldrive2 seek=186929152 hs=512 count=
1 —localuwet
Dizk: F F (§/H >
Geometry:
Cylinders: K22
Tracks per Cylinder: 255
Sectors per Track: 63
Bytes per Sector: K12

Total Size: 42924967296
Media Type: Fixed hard disk media

Drive Information:
Partition Count: 4
Partition Style: MBR
Signature: DEE?E

Partition: 1

Starting Offset: AxARARARAARRAGY = BA
Length: BxBRREREAAG6S f 1 cBE
Type: Unknown

Bootahle: Yes

Partition: 2

Starting Offset: AxARARARAAAGLS f 9 aBA
Length: BxB0ABAREAL 78 L7 aB0
Type: Unknown

Bootahle: Mo

Partition: a

Starting Offset: AxARRARARAARRABRABRA
Length: BxA0RREREARPNABHARA
Type: Unknown

Bootahle: HNo

Partition: a

Starting Offset: AxARARARAARRRBRABRA
Length: BxA0RREREARPNABHARA
Type: Unknown

Bootahle: Ho

Output: “w.“physicaldrive2
1+8 records in

1+8 records out

512 bytes written

Step 2, Use DD to output zeros to the selected arbitrary sector.
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(=] fedora-fc4-i386 on fresponse-eszi.home o ] e |
File Wiew WM
B 00| p B comectcoovDit | G

[rootBnew-host-2 71 dd if=rdevrssda bs=512 count=1 skip=288846 | hexdump

records out
414c 4542 4f4c 454e AAA1 HEAH BAAA AAAA
cB9d 9dcH 86828 BB6A S64c 3J24d 36828 3136
5432 4hbh56 5766 3277 7ah3 486e 537a 6873
3764 4a3dZ 7358 6b4b 466e 6e56 4543 6f6c
7afB@ f988 HAAA AHAA ARAA HEA3 HAAA AAAA
ABB0 BPBEE BBME PBER BBBA HEOD BBARA BOB6
ARAR ARHA HARA AHAA ASHA HEAR HAAR AAAA
fo80 BPEZ BBOE PBER BBBA HOOD BBEB BOB6
ARAR ARHA HAAA AHPA ARAA HEAH HAAR AAAA

[rootBnew-host-2 T 1# _

Step 3, On the original disk, dump the sector in question using dd and hexdump, compare the resulting values to confirm no writes have
taken place.
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Appendix A. Contacts

A.1 Agile Risk Management LLC

2202 N West Shore Blvd, Suite 200
Tampa, FL 33607

Table 1: Agile Risk Management LLC Contacts

Contact Title Contact Information
Matthew Shannon Principal mshannon@f-response.com
Matthew Decker Principal mjdecker@f-response.com
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Appendix B. Legal Notices

Copyright © 2009 Agile Risk Management, LLC. All rights reserved.
This document is protected by copyright with all rights reserved.

B.1 Trademarks
F-Response® is a registered trademark of Agile Risk Management, LLC. All other product names or logos mentioned herein are used for
identification purposes only, and are the trademarks of their respective owners.

B.2 Statement of Rights
Agile Risk Management, LLC products incorporate technology that is protected by U.S. patent and other intellectual property (IP) rights
owned by Agile Risk Management LLC, and other rights owners. Use of these products constitutes your legal agreement to honor Agile Risk
Management, LLC's IP rights as protected by applicable laws. Reverse engineering, de-compiling, or disassembly of Agile Risk Management,
LLC products is strictly prohibited.

B.3 Disclaimer
While Agile Risk Management LLC has committed its best efforts to providing accurate information in this document, we assume no
responsibility for any inaccuracies that may be contained herein, and we reserve the right to make changes to this document without notice.
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