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Welcome to F-Response

Thank you for purchasing F-Response. You have now extended the capabilities of your existing
arsenal of tools to enable them to work over an IP network. F-Response accomplishes this
through the use of a Patent Pending process; a part of which includes leveraging the Internet

(http://www.ietf.ora/rfc/rfc3720.txt).

Terminology

The iSCSI terms “Target” and “Initiator” are used throughout this manual. The choice of
“initiator” and “target” verbiage in the iSCS| definitions may prove confusing to forensics
practitioners because “target” carries a different definition in the field of computer forensics
versus iSCSI. In computer forensics, the system to be analyzed is generally referred to as the
“subject” system, whereas the system to which forensically sound data is collected is generally
referred to as the “target” system. In this manual, the forensic “subject” is an iSCSI “target”, i.e.
FResponse Target code is executed on the machine to be analyzed. For this reason, we want to
make clear that the use of the word “target” in this manual refers to the iSCSI definition, and not
the forensics definition. The definitions for Target and Initiator used in this manual are as
follows:

Target

FResponse Target code is to be executed on the machine(s) to be analyzed. All references to
“target” in this manual refer to the machine(s) being analyzed using F-Response target code.

Initiator

An iSCSI “initiator” is used to establish network connections to machines running F-Response
Target code. iSCSI initiator software must be installed on the machine from which analysis is to
be conducted over the network. FResponse Target code has been tested with Microsoft iSCSI
Initiator 2.0 software, included by default with newer Windows operating systems, and freely
available for download from the Microsoft web site.

About F-Response Enterprise Edition

F-Response Enterprise Edition® is our premium software offering, and permits use of the entire F-
Response software suite, including ~Response Enterprise Edition (“EE’) Target Code, ~
Response Consultant Edition (“CE’) Target code, or F-Response Feld Kit (“FK”) Target code,
depending upon your immediate need. In any case, it utilizes a single stand alone executable
(“exe”) file, which represents the F-Response Target code. It requires no additional libraries or
system updates and is capable of providing remote forensically sound read only physical hard
drive connectivity on the following platforms:

Windows 2000 (Professional, Server, Advanced Server)
Windows XP (Home, Professional)

Windows 2003 Server

Windows Vista (Basic, Home, Business, Premium, Ultimate)
Windows 2008 (GUI & CLI Versions)
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In order to use F-Response Enterprise Edition you will require the following:

1. Avalid F-Response License key FOB (“F-Response FOB") which can be purchased from
the F-Response Web site www.F-Response.conj

2. Acopy of the latest F-Response Enterprise Edition (“EE") installation package which is
freely available from the F-Response Web site (one-time user registration is required); or
a copy of the latest F-Response Consultant Edition (“CE’) Target code will be required if
you desire to operate in Consultant Edition mode; or a copy of the latest F-Response
Field Kit (“FK") Target code will be required if you desire to operate in Field Kit mode.

3. Microsoft iSCSI initiator software, included by default with Windows Vista and Server
2008 operating systems, and freely available for download from the Microsoft web site.

Note: The Microsoft iSCS|I Software Initiator is available as a free download from

e  Microsoft Windows 2000
e  Microsoft Windows Server 2003
e  Microsoft Windows XP

This version should not be installed on the following operating systems:
e Windows Vista
e Windows Server 2008

The Microsoft iSCSI Software initiator is integrated into both Windows Vista and
Windows Server 2008; therefore there is no need to install this package on those
operating system versions.

The Microsoft iISCSl Software initiator configuration utility on Windows Vista and
Windows Server 2008 can be accessed from the control panel in classic mode or
from administrative tools in Windows Server 2008.

(Source: Microsoft iISCSI Software Initiator 2.x User Guide, Nov 2007)

The diagram below shows a high level architecture for the FResponse Enterprise tool. The
Response FOB is located at the analysis machine, and the F-Response Target code may be
running on any number of corporate networked computers. A command line version of the F
Response Target code may be pre-installed on any number of corporate networked computers so
that it is pre-configured and ready for analysis when the need arises. A GUI version of the
Response Target code is also available for ad hoc use. The Local Forensics Analyst(s) could work
remotely if the F-Response FOB is located on a dedicated machine in the enterprise to which they
securely (e.g. VPN) connect from remote.

. FHEHH 4
- ‘ij
\ _E

F-Response Enterprise High Level Architecture
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F-Response Enterprise Edition and Microsoft IPSEC

This document outlines the procedure required to create Microsoft | PSEC policies for use
with F-Response. While the document makes frequent mention of F-Response Enterprise, the
Microsoft |PSEC Policies developed using this document would apply to any and all ~-Response
TCP network traffic on port 3260.
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Configuring an Microsoft IPSEC Policy for the Initiator
Workstation

Run T k.

- Type the name of a program, folder, document, ar
& Internet resource, and wWindows will open it For wou,

Qpen: I mm|:| j

(] 4 I Cancel | Browse. .. |

Start by accessing the Microsoft Management Console or MMC.

"fi Console1 —iol x|
File Acion WView Favortes Window Help
hew Chrl+h '
Open. . 4o
Save e =10l x|
Seve As... Hame —

Cerl+M There are na ikems ko show in this vigw,

1 CAWINDOWS], .. devmant msc

2 Diskianager.mse

3 CHWINDOWS|systemaz|gpEdit.msc
4 CWINDOWS,. inetsrviiis.msc

Exit

[4dds o remaves individual snap-ns.

Next select File Add/Remove Snap-In..
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Add/Remove Snap-in ﬂll

Standalone | E stenzions I

Llze thiz page to add or remaove a standalone Snap-in friom the conzale.

Snap-ing added to: Ia Conzale Roat j

r~ Description

Bemove Abaut,.. |

Ok | Cancel

Press the Add.. button to select a Standalone Snap-in

Add Standalone Snap-in ed |

Awailable Standalone Snap-ins:

Shap-in | Wendor |ﬂ
Q Indexing Service Microzaft Coarparation, ...
% Internet Information Services Microgoft Corporation
@ IP' Secunty Monitor Microzoft Corporation
P Securty Policy Management Microzoft Corporation
@ Link toWeb Sddress Microsoft Corporation
ﬁ Local szers and Groups Microzaft Corporation
ﬁ Performance Logs and Alerts Microzaft Corporation
é:' Removable Storage Management Microzaft Corporation
Rezsultant Set of Policy Microzaft Corporation

— Description - —
|nternet Pratocal Security [IPS ec) Administration. Manage IPSec
policies for secure communication with atber computers.

@ Security Confiquration and Analyziz Microsaft Corporation j
(= 9
-
=

Select the IP Security Policy Management Snap-in.
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Select Computer or Domain

Select which computer or domain this snap-in will manage
Wheh thiz consale iz saved the location will alzo be saved

Jid

g8

The computer this conzale iz running an

' The Active Directary domain of which this computer is a member

 Another Active Directomy domain [Use the DMS name, e.g. "example. microsoft. com'];

 Another computer:

I Browsze.., |

< Back I Finish I Cancel |

Select the computer this Snap-in will manage, in this instance it will be the local computer.

Add/Remove Snap-in 2=l

Standalone | E stensions I

Uze thiz page ta add ar remave a standalane Snap-in from the consale.

Shap-ing added to: Ia Conzole Boot j

@ IF Security Policies on Local Computer

D escription

Eemave Aot |

Ok, | Cancel |

Press Ok to complete the add process and begin using the management console.
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=il

File  Action Miew Favorites  Window  Help

x| BE BB 2| &d

s on Local Computer

[_1 Cansole Root
48, 1P Security Palicies on Local Computer

Description Policy Assigned |
lient (Respond Onky)  Communicate normally (uns... Mo
ecure Server (Requir... For all P traffic, slways red... Mo

B4 Server (Request Secu... For all TP traffic, slways req... Mo

Cre. Securit:
IManage IP filter lists and filter actions. ..

All Tasks 3
Refresh

Export List...

Yiew »
Arrange Icons »

Line up Icons

= Help
Create an IP Security policy

Next right click in the right side pane and select “Create |P Security Policy”

IP Security Policy Wizard ﬂﬂ

welcome ta the [P Security policy wizard,
Thiz wizard helpz you create an P Secunty policy. o wall
gpecify the level of gecurity bo use when communicating with

specific computers or groups of computers [subnets). and for
particular |P traffic types.

To continue, click Mest.

¢ Back

Cancel |

The Microsoft |PSEC Security Policy Wizard will start, press Next to continue.
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IP Security Policy Wizard ﬂﬂ

IP Security Policy Name *
Mame this [P Security policy and provide a brief description
—

M amne:

F-Rezponze Analpziz Worlstation Policy

Dezcription:

F-Rezponze Analpziz Worlztation Policy ;I

¢ Back I Hest » I Cancel

Create a new for the new IPSEC policy, since this policy will apply to our analysis workstations we
will label this policy accordingly.

IP Security Policy Wizard d B

Requests for Secure Communication *
Specify how this policy responds to requests for secure communicatian,
-

The default responze rule rezponds to remote computers that request zecurity, when no
other iile applies. To communicate securely, the computer must respond to requests for
FECUNE communication,

[ ictivate the default responze rule.

< Back I Hest » I Cancel

Uncheck the option for “Activate the default response rule” and press Next.
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IP Security Policy Wizard 2]
- Completing the [P Securty policy wizard
a You have successfully completed specifving the properties
for your new 1P Securty policy.
-

T edit wour 1P Security policy now, select the Edit properties
check box, and then click Finish.

To cloze this wizard, click Finish,

< Back I Finizh I Cancel

Leave the “Edit properties” checked and press Finish.

F-Response Analysis Workstation Policy P 2=l

Rules | General I

@@ Secunty miles for communicating with other computers

IP Secunty rules:

IP Filter List | Filter &ction | Awthentication... | Tu
O <Dynamic: Default Rezponze F.erberos Mc

1| | i

Add... | Edit... | Bemowve | Ird Uze tdd ‘wizard

OF. I Cancel |

Now we must add a IP Security Rule, press the “Add..” button.
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Security Rule Wizard 2]
- Wwhelzome to the Create P Security Rule \Wizard,

% A zecunty rule governs how and when securty iz invaked
. bazed upon critena, such as the source, destination, and type
of IP traffic, in the zecurity rule'z [P filker list.

A, zecunty nule containg a collection of securty actions that
are activated when a communication matches the criteria in
the IP filker list.
Security actions:

IP tunneling attributes

Authentication methods

Filter actions

To continue, click Mest.

< Back

Cancel |

Press Next to continue the IP Security Rule Wizard.

Security Rule Wizard 2|

Tunnel Endpoint .
The tunnel endpaint is the tunneling computer clozest to the 1P traffic destination, @
-

az zpecified by the zecurity rule's [P filker list.

An IPSec tunnel allows packets to traverse a public or private intermetwork, with the
zecurity level of a direct, private connection bebween bwo computers.

Specify the tunnel endpoint for the [P S ecurity rule:

& This mle does nat specify a tunnet

" The tunnel endpaint iz specified by thiz [P address:
o . o . 0 . 0

< Back I Mext » I Cancel

Leave the “This rule does not specify a tunnel” checked.
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Security Rule Wizard ed 3

Network Type .
The zecunty rule must be applied to a network, type, @
-

Select the netwaork, tupe:

Al nebwork connectionz
¢ L ocal area network [LAM]

" Bemote access

< Back I Mest » I Cancel

Select the option for “Local area network (LAN)”.

Security Rule Wizard 2 x|

Authentication Method *
To add multiple authentication methods, edit the security rule after completing the @
e

IF Security rule wizard,

Set the initial authentication method for this security rule;

% Active Directory default [Kerberos Y5 pratocalf

" Use a certificate from this certification authority [Ca);

Browse... |
=l

" Use thiz shing to protect the key exchange [preshared key):

I

< Back I Heut = I Cancel |

If this is a Microsoft AD environment use the “Active Directory default”.
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Security Rule Wizard llll

IP Filter List 2
Select the IP filker list far the type af 1P traffic to which thiz secunty iule applies. @
=

If no 1P filker in the Following izt matches your needs, click Add to create a new one.

1P filker lists:
M ame | Drezcription | Add...
O Al ICMP Traffic Matches all ICMP packets bet

O AllIP Traffic Matches all IP packets from t... Edit... |

< Back I Mewt » I Cancel

Next we must add an I P Filter List item, select Add...

- A P filker lizt is compoged of ruliple filkers. In this way, multiple subhets, [P
i: addrezses and protocol: can be combined into one 1P filker.
Mame:

F-Fesponse iS55I

Deszcription: Add... |

15051 Communications =] Edi.. |
LI Bemove |

Filters: v Use Add wizard
Minuredl Description | Protocol | Source Port | Destination

1] | 2l

] I Cancel |

Y

Create a name for our IP Filter List, in this case we have labeled it “F-Response iSCSI”. Next
press “Add..” to start the IP Filter Wizard.
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1P Filter Wizard d |
- YWelcome o the [P filker wizard,
.l

Thig wizard helps you provide the source, destination, and
traffic-type information needed to filker 1P traffic.

Thig wizard creates "mirrored” filkers that match on both
incoming and outgoing P traffic.

ou can add multiple filters to build an P filter izt that
matches on [P packets for mulbiple zource or dezstination
machines, or for mary different traffic tepes.

To continue, click Mext.

< Back

Cancel |

Press Next to continue.

IP Traffic Source o
Specify the source address of the [P traffic.
-

Source address:

< Back I Heut = I Cancel

Set the Source address to “My IP Address”.
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IP Traffic Destination o
Specify the destination address af the [P traffic.
L

Destination addiess:

< Back I Mewt » I Cancel

Since the IP Address of the destination could be any machine in your environment we will want
to set the Destination address to “Any IP Address”.

IP Protocol Type *
Select the IP protocol type. IF thiz bppe iz TCP or UDP, you will alzo zpecify the
zource and destination portz. L

Select a protocol type:
-

- =

< Back I Meut = I Cancel

Select the protocol type as TCP.
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IP Protocol Port o
tary TCPAP application pratocals are establizhed with well-known TCP ar UDP
-

ports,

Set the |P protocol port:
&+ From any port
" From this pork:

e

" To any port
&+ To this port;

|32ED

< Back I Mewt » I Cancel

Set the IP Protocol Port to “From any port” and “To this port” enter in the value for the ~
Response Enterprise client port, in this case we have used the default iSCSI port of 3260. Press
Next to continue.

IP Filter Wizard 2x]
Completing the [P filker wizard

]
ﬁ You have successfully completed the [P filker wizard.
-

T edit vour |P filker now, select the Edit properties check,
box, and then click finigh,

To cloze this wizard, click Finigh,

< Back I Finizh I Cancel

Press Finish to complete the |IP Filter Wizard.
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&) F-Response

AP filker lizt iz compozed of multiple filkers. |0 this wayp, multiple subnets, IP

—
i—’ addreszes and protocols can be combined into ane |F filker.

!

Hame:
F-Responsze iSCSI

Description; ;
5051 Communications -] Edit.. |

;l Bemove |

Filkers: V¥ Use Add Wizard

Mirrored| [ ezcriptian | Frotocol | Source Port | Drestination
Tes TCP AT 3260

1] | -+

QK Cancel |

.

The IP Filter List will now show the newly created Filter. Press Ok to continue.

Security Rule Wizard 2 x|

IP Filter List *
Select the IP filter lizt for the type of IP traffic to which this secunty rule applies. %
g

If riy [P filker in the Following st matches pour needs, click Add to create a new one.

1P filker ligks:
M ame I Dezcription I

O AICMP Traffic Matches all ICMP packets bet... :
Matches all IP packets fromt... Edi... |

£ AP Traffic
) F-Responze i5C51 I5CS| Communications Remave |

< Back Meut = Cancel

Now enable the F-Response iSCSI |P Filter by selecting the option next to the Name.
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J F-Response

21x
&
e

IP Filter List
Select the IP filker list far the type af 1P traffic to which thiz secunty iule applies.

If no 1P filker in the Following izt matches your needs, click Add to create a new one.

Matches all IF packets from ...
Communicationz

Q) Al P Traffic
Remaowe

1P filker lists:
M ame | Drezcription | Add... |
O Al ICMP Traffic Matches all ICMP packets bet
Edit... |

< Back I Mewt » I Cancel

Press Next to continue.

2]
8
o

Filter Action
Select the filker action for this security rule.

If no filker actions in the following list matches your needs, click Add to create a new
one. Select Uze Add Wizard to create a filker action using the wizard.

v Use &dd ‘Wizard

Filter &ctions:
M amne | Description | Add. . |
O Pemit Permit unsecured IP packets b :
O Request Secunty [Optional]  Accepts unsecured communi... Edit... |
LOLF cquire Security Accept: unsecured communi.. Enee |

< Back I Mext » I Cancel

Select the option button next to “Require Security” and press Edit...
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Require Security Properties

Security Methods | General I

E

X

" Pemit
" Block

Security method preference order:

Type | &HIntegrty | ESF Confidential.. | ES Add.. |

Custom <Monez JDES SH i

Custom  <Mone: 3ADES ML Edit... |

Cuztom <Monex DES SH

Cuztom <Moner DES ML Bemove |
fliove up |

4| | _pl Move down |

v Accept unsecured communication, but shways rezpond using IPSec
[~ Allow unsecured communication with nan-PS ec-aware camputer

[ Session key perfect forward secrecy [FFS)

ITI Canhcel Lpply

Remove the check box next to “Accept unsecured communication..”

Require Security Properties

Secunty Methods | Generall

E

x|

= Permit

" Block

o

Securnity method preference order:

Twpe | AHIntegity | ESF Corfidential.. | ES Add...

Cuztom <Moner ADES SH :

Custorn  <MNonex 3DES ML Edit... |

Cuztom <Moner DES SH

Cugtom <Maoner DES ML Remove |
Move up |

“ | ol I

[~ Accept unsecured communication, but always respond using |PSec
[ &llow unsecured communication with non P'S ec-aware computer

[~ Session key perfect forward secrecy [PFS]

Ok I Cancel Apply

Press Ok to continue.
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security Rule Wizard

Completing the New Rule Wizard

-
You have successfully completed zpecifying the properties
Far waur new ruls.
o

T edit your secunity rule now, select the Edit properties
check box, and then click Finigh.

T cloge thiz wizard, click Finizh,

< Back I Firizh I Cancel

Press Finish to complete the Security Rule Wizard.

New Rule Properties ilil

Authentication Methods | Tunnel Setting I Connection Type
IP Filter List | Filter &ction
= The selected P filter list specifies which netwark. traffic will be
=, affected by thiz rule.

|P Filter Lists:
Mame | Dezcription |
O All ICHMP Traffic tatches all ICHMP packets betw.
O AP Traffic Matches all IP packets from thiz ...
® FResponse iSCS iISCSI Communications
pgd. | Edt. | Remove |

0k I Cancel | Apply

Press Ok to close the New Rule Properties window.
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F-Response Analysis Workstation Policy Properties

Rules | General I

Security rules for communicating with other computers

21|

1P Securnty iles:

| Authentication... | Tu

Preshared Key  Mc
Ferberos Me

IP Filker List | Filter &ctian
F-Responze iSC51  Reguire Security
O <Dynamic: Default Responze

1]

Add... Edit...

Bemowe | ¥ Use &dd Wizard

| 1

Close | Catcel |

Confirm that the F-Response iSCSI | P Filter is checked in the F-Response Analysis Workstation
Policy Properties and press Close.

o AW XEE[(@ (B34

'iti Console1
Eile  Action Wiew Fawarites Window Help

"fii Console Root4IP Security Policies on Local Computer
L1 Conscle Raot

" {8, 1P Security Policies on Lacal Computer

Description Policy Assigned

Server (Request Security)

Communicate normally funs, No

For all IP traffic, always req.
For all IP traffic, always req...

The policy should now be complete and listed in the IP Security Policies panel of the Microsoft
Management Console window.
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Fle Action Wiew Favorites Window Help

& 2|

=

jons

on Local Computer
1 Console Ract Description Policy Assigned
: Q IP Security Policies on Local Computer lient (Respond Only) Communicate normally (uns... Mo
Response Analysis Workstation Policy F-Response Analysis Warlkst, .
Secure Server (Require Security) For all IP traffic, always req...
Server (Request Security) For all IP traffic, always req...

To enable the policy select it, right click and press “Assign”.
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Configuring an Microsoft IPSEC Policy for the F-

Response Enterprise Target Computers

CEN—— 2x

- Tvpe the name of a program, Folder, document, or
Internet resource, and Windows will open it for wou,

Cpen: I mmc| j

Start by accessing the Microsoft Management Console or MMC.

File Ackion View Favorites ‘window  Help

=[S

Hew Chrl+n
Open... Chrl+0
Save Chrl45
Save As.

Mame

Crl+M There are no items to show in this view.

Optians...

1 CAWINDOWS,. .| devmgmt.msc

2 DiskManager.msc

3 CHAWINDOWS| system32\gpEdit.msc
4 CHWINDOWS,  \inetsrliis msc

Exit

idds or removes individual snap-ins.

Next select File Add/Remove Snap-In..
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Add/Remove Snap-in 21|
Standalone | Extensions I

Uze thiz page to add or remove a standalone Snap-in fram the console.

Shap-ing added to: Ia Conzole Root j

r— Deszcription

Eemove Abaut. |

ak. | Caticel

Select the IP Security Policy Management Snap-in.

Add Standalone Snap-in ed b

Avallable Standalone Snap-ing

Shap-in | Yendar |ﬂ
Q Indexing Service icrozoft Corporation, |...
% Internet Information Services Microzoft Corporation
@ IP Security Monitor Microzoft Corporation
|P Security Policy Management Microzoft Corporation
@ Link, ta ‘Web Sddress Microzoft Corporation
Q Local Users and Groups Micrazoft Corporation
ﬁ Performance Logs and Alerts Microzoft Corporation
&P Remavable Starage Management Microzoft Corporation

Fesultant Set of Palicy Microzoft Corporation

@ Security Configuration and Analysis Microzoft Corporation ;I
(=N
r
hd

- Descnption
|nternet Protocol Secunty [IPS ec] Admirstration. Manage IPSec
policies for secure communication with atber computers.

Select the IP Security Policy Management Snap-in.
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Select Computer or Domain d |
Select which computer or domain this znap-in will manage *
When thiz conzole iz zaved the location will alzo be sawed
—-—

The computer this congole iz running on

" The &ctive Directory damain of which this computer is a member

" Ancther Active Director domain (Use the DNS name, e.g. "example.microsoft. com':

" Another computer:

I Browvsze... |

< Back I Finigh I Cancel

Select the computer this Snap-in will manage, in a Microsoft Active Directory environment this
could be either a local or remotely managed computer.

Add/Remove Snap-in 2=
Standalone I Extensions |

Usge this page to add or remove a standalone Shap-in from the conzsole.

Shap-ne added to: Ia Conzole Root j

E IP Secunty Policies on Local Computer

r— Description

Bemove About,.. |

Ok | Cancel |

Press Ok to complete the add process and begin using the management console.
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"fii Console 1 i =]
L

File Action View Faworites Window  Help

I_1 Console Roat

; Policy Assigned [
i Q IP Security Paolicies on Lacal Computer

Client {(Respond Only)  Communicate normally (uns... Mo
Secure Server (Requir... For all IP traffic, always req...  No
Server (Request Secu.,, For all IP traffic, abwvays req... Mo

Description

Manage IP filter lists and filter actions. ..

All Tasks 3
Refresh

Export List...

Wiew 3
Arrange Ioons 3

Lins up Icons

- Help
Create an IP Security policy

Next right click in the right side pane and select “Create | P Security Policy”

IP Security Policy Wizard ﬂﬂ

Welzome ta the P Security policy wizard.
Thiz wizard helps you create an 1P Securnty policy, vou will
speciiy the level of security to use when communicating with

specific computers of groups of computers (subnets), and far
particular IP traffic types.

To continue, click Mext.

< Back

Cancel |

The Microsoft |PSEC Security Policy Wizard will start, press Next to continue.
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IP Security Policy Wizard ed £

IP Secunty Policy Name *
Mare thiz IP Security policy and provide a brief dezcnption
_—

Harme:

F-Responze Enterprize Client Policy

Description:

F-Resporze Enterprize Client Policy ﬂ

< Back I Mest » I Cancel |

Create a new for the new IPSEC policy, since this policy will apply to our client computers we will
label this policy accordingly.

IP Security Policy Wizard ed £

Requests for Secure Communication *
Specity how thiz policy responds to requests for secure communication.
—-—

The default rezponze rule respands to remote computers that request zecurity, when no
other rule applies. To communicate securely, the computer must respond to requests for
TECUNE COmMLRication.

[ iAchivate the default responze rule. |

< Back I Mest » I Cancel

Uncheck the option for “Activate the default response rule” and press Next.
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IP Security Policy Wizard ﬂﬂ

Completing the [P Securty policy wizard

You have successfully completed specifving the properties
for your new 1P Securty policy.

T edit wour 1P Security policy now, select the Edit properties
check box, and then click Finish.

To cloze this wizard, click Finish,

< Back I Finizh I Cancel

Leave the “Edit properties” checked and press Finish.

F-Response Enterprise Client Policy Prope e |

Rules I General I

Security rules for cormmunicating with ather computers

IF Security rules:

IP Filker List | Filter Action | Authenticatior... | Tu
O <Dynamic: Default Fesponse Kerberos Mc

al | i

Add... Edit... Bemove I W Lze Add Wizard

K | Carncel |

Now we must add a IP Security Rule, press the “Add..” button.
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Security Rule Wizard 2x]

‘welcome to the Create [P Secunty Bule Wizard.

-
A zecunty rule governs how and when securty iz invoked
|

based upon chtena, such as the zource, destination, and bype
aof IP traffic, in the security rule'z 1P flter list.

A zecurnity rule containg a collection of security actions that
are activated when a communication matches the criteria in
the: IP filter ligt.
Securnity actions:

IP tunneling attributes

Authentication methods

Filter actions

To continue, click Next.

¢ Back

Cancel |

Press Next to continue the IP Security Rule Wizard.

Security Rule Wizard

2%

Tunnel Endpoint i

The tunnel endpoint is the tunneling computer closest to the IP traffic destination, @
az specified by the security rule's 1P fiker list. =

A IPSec tunnel allows packets to traverse a public or private internetwork, with the
zecurty level of a direct, private connection between bwo computers.

Specify the tunnel endpaint for the [P Security rule:

" This mle does nat specify a tunnet

" The tunnel endpaint iz specified by thiz [P address;
o . o . 0 . 0

< Back I Hest > I Cancel

Leave the “This rule does not specify a tunnel” checked.
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‘ /" F-Response

Security Rule Wizard ed £

Network Type .
The zecunty rule must be applied to a network, type, @
-

Select the netwaork, tupe:

Al nebwork connectionz
¢ L ocal area network [LAM]

" Bemote access

< Back I Mest » I Cancel

Select the option for “Local area network (LAN)”.

Security Rule Wizard ﬂﬂ

Authentication Method 5
To add multiple authentication methods, edit the security rule after completing the @
=

IP Security rule wizard.

Set the initial authentication method for this securniby rule;

& ihetive Directary default [Kerberas W5 pratacalf

™ Use a certificate from this certification autharit [CA)

Browze,.. |
=

 Use this string to pratect the key exchange [preshared keyl:

=

< Back I Hest > I Cancel |

If this is a Microsoft AD environment use the “Active Directory default”.
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Security Rule Wizard

il
IP Filter List *
Select the 1P filter izt for the type of IP traffic to which this security rule applies., @
-

It hio 1P filker it the fallowing list matches your needs, click Add to create a new one.

1P filter lists:
M ame | Dezcription | Add...
O Al ICHMP Traffic M atches all ICMP packets bet...
O 4llIP Traffic Malches all I packets from t... . |

< Back I Mest » I Cancel

Next we must add an | P Filter List item, select Add...

- A P filker lizt 1z compozed of multiple filkers. In this way, multiple subnets, [P
i: addreszses and pratocol: can be combined into one 1P filker.
Mame:

F-Fespanze Enterprize iISCSI Client

Dezcrphon: Add... |

F-Fespanse Enterprize iISCSI Client ;I Edit... |
LI Bemove |

Filters: [V Use Add wizard
Minuredl Description | Frotocaol | Source Port | Destination
1] | A

0K I Cancel |
A

Create a name for our IP Filter List, in this case we have labeled it “FResponse Enterprise iSCS|
Client”. Next press “Add..” to start the IP Flter Wizard.
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/F-Response

1P Filter Wizard e |
- YWelcome o the [P filker wizard,
.l

Thig wizard helps you provide the source, destination, and
traffic-type information needed to filker 1P traffic.

Thig wizard creates "mirrored” filkers that match on both
incoming and outgoing P traffic.

ou can add multiple filters to build an P filter izt that
matches on [P packets for mulbiple zource or dezstination
machines, or for mary different traffic tepes.

To continue, click Mext.

< Back

Cancel |

Press Next to continue.

IP Traffic Source m
Specify the source address of the |P traffic.
-

Source address:

< Back I Hest > I Cancel

Set the Source address to “My |P Address”.
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IP Traffic Destination .
Specity the destination addrezs of the [P traffic.
_

Destination address:

IF'add[ess:I o . 0 . 0 . 0

Subnetmask. | 255 . 255 . 255 . 255

< Back I Mest » I Cancel

Select “A specific IP Address” and enter in the IP address of your analysis workstation.

IP Traffic Destination m
Specify the destination addrezs of the [P traffic.
-

Destination address;

A zpecific P Address j

IPadd[ess:I 192 . 166 . 1 . &

Sutimet mask: I 2b5 . 285 . 2585 . 25%

< Back I Hest > I Cancel

In this instance our analysis workstation is at “192.168.1.5".
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I3

IP Protocol Type

Select the 1P protocal type. [F thiz type iz TCP ar UDP, vou will alzo specify the
gource and destination ports. -

Select a protocal type:

T
e

< Back I Mest » I Cancel

Select the protocol type as TCP.

IP Protocol Port m
tany TCPARP application protocols are established with well-known TCP or UDP
ports. -

Set the IP protocol port;
" Erom any port
¢ From this port;

|325d

¢ To any port
" Tao this port:

e

< Back I Hest > I Cancel

Set the IP Protocol Port to “To any port” and “From this port” and enter in the value for the
Response Enterprise client port, in this case we have used the default iSCS| port of 3260. Press
Next to continue.
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IP Filter Wizard 2x]
Completing the [P filker wizard

-
ﬁ You have successfully completed the [P filker wizard.
L

To edit your [P filker now, select the Edit properties check
box, and then click finigh,

To cloze this wizard, click Finish,

< Back I Finizh I Cancel

Press Finish to complete the IP Filter Wizard.

- A P filker ligt iz compozed of multiple filkerz. In this way, multiple subnets, [P
i: addrezzes and pratocol: can be combined into one 1P filker.

Mame:

F-Fespanze Enterprize iISCSI Client

Description:

F-Fesponse Enterprize iSCSI Client ;I Edit... |
LI Bemove |

Filters: IV Use Add wizard
Minuredl Description | Protocol | Source Port | Destination
Yes TCR 3260 ANY

1| | i

Ok Cancel |

£

The IP Flter List will now show the newly created Filter. Press Ok to continue.
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J F-Response

Security Rule Wizard

IP Filter List
Select the 1P filter izt for the type of IP traffic to which this security rule applies.,

2l x]

It hio 1P filker it the fallowing list matches your needs, click Add to create a new one.

1P filter lists:
M ame | Dezcription | Add...
O Al ICMP Traffic M atches all I[CMP packets bet... :
O 411 IP Traffic Matches all IP packets from t... Ed.. |
> Emterpris F-Rezponze Enterpri Bamee |

Cancel

< Back I Mest » I

Now enable the F-Response Enterprise iSCSI |P Filter by selecting the option next to the Name.

Security Rule Wizard

Filter Action
Select the filker action for this security rule.

If no filker actions in the fallowing izt matches wour needs, click Add to create a new
one. Select Use Add Wizard to create a filker action using the wizard.

v Use Add'wizard

Filter Actions:
M ame | Description | Add... |
O Pamit Permit unsecured IF packets t.. :
O Request Secunity [Optional]  Accepts unsecured communi... Edit.. |
LOTF equire Security : ks L ured commur... Blenone |

Cancel

< Back I Hest > I

Select the option button next to “Require Security” and press Edit...
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Require Security Properties

Security Methods | Generall

Ii

x|

" Pemit
" Block
¥ Negotiate securty:

Security method preference order:

Type | AHIntegity | ESF Corfidential.. | ES Add...

Cugtom <Monex 3DES SH :

Custorn  <Monex 3DES L Edit... |

Custom <Mone: DES SH

Custom  <Mone» DES ] Bemove |
M owe up |

! ' | [Blodkn]

v isccept unsecured commurication, but akways respond uzsing |PSec

[ &llow unzecured communication with non P'S ec-aware camputer

[ Session key perfect forward secrecy [FFS)

Ok I Cancel Apply

Remove the check box next to “Accept unsecured communication..”

Require Security Properties

Security Methods | Generall

<
LS

" Pemit
" Block
¥ Negotiate securty:

Security method preference order:

Type | AHIntegity | ESF Corfidential.. | ES Add... |

Cugtom <Monex 3DES SH :

Customn  <Nones 3DES L Edi... |

Custom <Mone: DES SH

Custom  <Mone» DES ] Bemove |
M owe up |

! ' | [Blodkn]

[ isccept unsecured commurication, but ahways respond uzsing |PSec

[ &llow unzecured communication with non P'S ec-aware camputer

[ Session key perfect forward secrecy [FFS)

Ok I Cancel Apply

Press Ok to continue.
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Security Rule Wizard 2]
Completing the Mew Rule wWizard

-

Tou have successfully completed zpecifying the properties
for wour new e,

-

To edit pour security rule now, select the Edit properties
check box, and then click Finish.

To close this wizard, click Finish.

< Back I Finizh I Cancel

Press Finish to complete the Security Rule Wizard.

F-Response Enterprise Client Policy Prope e |

Rules | General I

Security rules for communicating with other computers

P Security rules:

IF Filter List | Filter Aation | Authenticatian... | Tu
F-Rezponze Enter...  Require Securnty Frezhared K.ey Mc
O <Dynamic Default Responze F.ertberos Mc

1 | 1

Add.. Edt... Bemove | [ Use addwizsid

Cloge | Caneel |

Confirm that the F-Response iSCSI |P Filter is checked in the F-Response Analysis Workstation
Policy Properties and press Close.
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=10l x|

Consolel

Fle Action Yiew Favorites  Window  Help
- OE XEB 2 8% I3 |

"fii Console Root\IP Security Policies on Local Computer

L1 Console Root Description Policy Assigned
& 1P Security Poliies an Local Computer &4 Client (Respond Orily) Comnmunicate normaly Mo
C| Enterpr o
ecure Server (Require Security) For all TP traffic, always req.
erver (Request Security) For all IP traffic, always req...

To enable the policy select it, right click and press “Assign”.
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Frequently Asked Questions

1.
2.
3.

© 0N

10.

Q) Can multiple initiators connect to a single F-Response target machine?

Q) Do | change any data on the target computer by using FResponse?

Q) I am connected via F-Response and it appears that | just deleted a file on the machine
under inspection. | chose a file, hit delete, and now it's gone. Did | really delete the file?
Q) | have a personal firewall running on my computers. Do | need to change firewall
settings to use FResponse?

Q) I have a remote user that accidentally deleted a file. Can | use F-Response to recover
deleted files?

Q) Isthe F-Response iSCSI connection encrypted?

Q) Does F-Response work as an agent?

Q) Can | deploy F-Response to Linux or Other Operating Systems (OS's)?

Q) | established an F-Response connection, tried to view the remote “Documents and
Settings” folder and received a message that | don’t have permission to view that folder.
Why don't | have access?

Q) Can | authenticate and tunnel my F-Response session over |PSec?

1. Q) Can multiple initiators connect to a single F-Response target machine?
A) While the F-Response target code is running, any iSCSl initiator with access to the
listening port can connect to the machine; provided, of course, that the proper
authentication credentials are provided.

2. Q) Do | change any data on the target computer by using FResponse?
A) Once the F-Response Target code is executed and the network connection is
established, the practitioner conducting the analysis has no capability to edit or alter data
on the machine under inspection. Executing or starting the F-Response service does, of
course, effect some change to the target computer, but the changes are about as
minimal as they can be for analysis that is being conducted on a live machine.

3. Q) | am connected via F-Response and it appears that | just deleted a file on the
machine under inspection. | chose a file, hit delete, and now it's gone.
A) No, you didn’t delete the file. You cannot delete files, alter Meta data, or effect any
other changes on the machine under inspection using F-Response. What you did do was
fool your analysis machine into believing that the file is deleted and thus your analysis
machine is no longer presenting the file to you as being available.

4. Q) | have a personal firewall running on my computers. Do | need to change firewall
settings to use FResponse?
A) Yes, personal firewalls are the single most likely cause for a connection failure. F
Response machines must be able to send and receive on port 3260 (this default is
changeable) and if using the Consultant Edition, also port 5680 (this default is
changeable). We recommend disabling the firewall for the duration of the session during
ad hoc usage (e.g. temporary consultant use at a third party site), and tuning the firewall
configurations to allow F-Response connectivity for planned enterprise deployment.

5. Q) I have a remote user that accidentally deleted a file. Can | use F-Response to
recover deleted files?
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A) FResponse will enable you to use your recovery tool of choice to recover the file(s) to
a location other than the target machine. You cannot restore the file directly to the
target machine via ~Response because you do not have write capability on that
machine, but you can recover the file and make it available to the user via email ,
network share, etc.

6. Q) Isthe FResponse iSCSl connection encrypted?
A) No. F-Response connections are established on your local corporate network, which
alleviates the need for the additional overhead of an encrypted connection. If F
Response is being used over the Internet and corporate policy dictates encryption over
public networks, then the existing corporate VPN capability should satisfy the encryption
policy. If strong user demand calls for encrypted connections, then it is a capability we
will consider adding as an option in a future release.

7. Q) Does F-Response work as an agent?
A) No. It does not collect or store any data on the machine under inspection. It does
not report to a management server. It does not have an inherent analysis or reporting
capability.

8. Q) Can | deploy F-Response to Linux or Other Operating Systems (OS's)?
A) We've done some limited testing with the Linux iSCSl Initiator, which enables
deployment of Linux-based analysis tools against Windows-based machines under
inspection. We have not yet released F-Response target code that would permit analysis
of Linux or other OS's under inspection. These are future release items that will be
developed as demand dictates.

9. Q) I established an F-Response connection, tried to view the remote “Documents and
Settings” folder and received a message that | don’t have permission to view that folder.
Why don't | have access?

A) You have the access with the right tools. You probably used Windows Explorer or an
equivalent tool that is subject to the file permission settings for those folders. If you use
a forensics tool that can take advantage of your raw drive access, then you won't have
this issue.

10. Q) Can | authenticate and tunnel my F-Response session over |PSec?
A) Sure. One method is to use Microsoft 1PSec policy manager to create a configuration
to enforce an IPSec policy for the F-Response ports (defaults are TCP/UDP 3260 &
5680). This is ideal for those who would prefer to leave the F-Response service running
at all times, rather than starting the service only when needed.

Support

We take pride in providing prompt attention to your support needs, and will support your F
Response product for the period of your license term. FResponse support can be reached via

Website: 'www.f-response.com

Software and documentation updates will be made available for download to registered users on
the F-Response web site. E-mail support is available to licensed software users. We typically
respond to your queries within 1 business day of receiving your request.
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Appendix A — Legal Notices
Legal Notice

Copyright © 2008 Agile Risk Management, LLC. All rights reserved.
This document is protected by copyright with all rights reserved.

Trademarks

FResponse is a trademark of Agile Risk Management, LLC. All other product names or logos
mentioned herein are used for identification purposes only, and are the trademarks of their
respective owners.

Statement of Rights

Agile Risk Management, LLC products incorporate technology that is protected by U.S. patent and
other intellectual property (I1P) rights owned by Agile Risk Management LLC, and other rights
owners. Use of these products constitutes your legal agreement to honor Agile Risk Management,
LLC's IP rights as protected by applicable laws. Reverse engineering, de-compiling, or
disassembly of Agile Risk Management, LLC products is strictly prohibited.

Disclaimer

While Agile Risk Management LLC has committed its best efforts to providing accurate
information in this document, we assume no responsibility for any inaccuracies that may be
contained herein, and we reserve the right to make changes to this document without notice.
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