Your Mission: Use F-Response Field Kit to
connect to a remote Windows machine

Using F-Response to connect to a remote Windows machine and access one
or more targets

Step 1: Locate the appropriate executable for your
subject machine

Open the Program Files folder on the machine you installed F-Response on and locate the F-
Response folder. Inside you will find the F-Response Subjects folder. This folder contains all the
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subject executables by type and platform.

share View
« Program Files > F-Responsev7 > F-Response Subjects v Search F-Respc
A Name & Date modified Type
; D sub-aix-powerpc-consultant 10/19/2016 3:20 PM  File
subject_srv 10/19/2016 3:57 PM  Application
’ [#:] subject_srv-x64 10/19/2016 3:57 PM  Application
r [:] sub-lin-i386-consultant 10/18/2016 3:19PM  File
5 || sub-lin-i386-fieldkit 10/19/2016 3:19PM  File
| ] sub-lin-x86_64-consultant 10/19/2016 3:18PM  File
|| sub-lin-x86_64-fieldkit 10/19/2016 3:18 PM  File
E] sub-osx-x86_64-consultant 10/19/2016 3:21 PM  File
[j sub-osx-x86_64-fieldkit 10/19/2016 3:21 PM  File
D sub-sun-i386-consultant 10/19/2016 3:19PM  File
E] sub-sun-sparc-consultant 10/19/2016 3:20PM  File
f& sub-win-i386-consultant 10/19/2016 3:56 PM  Application
f& sub-win-i386-fieldkit 10/19/2016 3:56 PM  Application
f& sub-win-x86_64-consultant 10/19/2016 3:56 PM  Application
f& sub-win-x86_64-fieldkit 10/19/2016 3:56 PM  Application
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Step 2: Insert your license dongle intfo the remote
machine and start F-Response

After exporting F-Response for Windows (64bit) and copying it to the remote machine we must
execute it as an administrator. After the subject application opens we will need to put in the
username and password we would like to use for F-Response and check the “...use Local Dongle”
option. Once this is complete press “Start” to begin the F-Response Subject.

/& F-Response - Subject — X
File Edit
License Manager or Local Dongle Status
Online Version: 7.0.0.61

i : | ipa :port
License Manager URI:  ipaddress:por Hoct Trformation

Hostname: x64-win10-sub
l Platform: Windows 10

Ignore License Manager and use Local Dongle

Username: l mshannon

Remote Configuration

TCP Port: 3262

Password: [oooooooooooooo l

Messages

rsﬁ)p Start

Step 3: List the available targets and attach one or
more to your local machine

After successfully starting F-Response on a remote machine you must use the “F-Response Device
Connector” in the Control Panel to list the available targets and attach to one or more targets.

First start by setting the Username and Password to the same value you set for the F-Response Field
Kit Subject executable. Then use the Add button to add the Subject URI of your remote subject, this
is in the format <IP or Host>:<Port>.
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Username | mshannon | P
Password SRRRRRRRRRRS |
abbioetn

Add Subjects

Input one ar more Subject URIs separated by a comma to obtain a target listing.

x64-win 10-sub:3262

OK

Adding a Subject URI

e F-Response Device Connector

Username | mshannon | Save

PaSSWOI’d | SRR RRRRRREEG |

Subjects
Subject Hostname Source Add
Wl «54-win10-sub w&4-win 10-sub: 3262 /sub Temin
Refresh
Subject Targets
Name Local Device Attach
! wol-C
Detach
W prmem
B disk-1
B disk-0 ), \PhysicalDrive2
< >
OK

Listing Targets
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Select one or more targets in the Subject Targets listing and press “Attach” to attach those targets as
a local device.

Troubleshooting

Trying to add the Subject I receive the following response:

Unable to connect to Target. >

Ir"'_-'“- Unable to obtain target list for 192.168.1.110:3262/sub, Failed to connect
‘¥ to subject on 192.168.1.110:3262/sub.

OK

This typically indicates there is a firewall blocking access to F-Response on the remote machine, either disable
the firewall temporarily or set an exception for F-Response.
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