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Your Mission: Use F-Response to collect Google
Cloud Platform (GCP) Volume Snapshot(s)

Using F-Response to collect GCP Volume Snapshot(s)

Disclaimer: F-Response provide access to 3rd party data sources via Application Programming
Interfaces (APIs) and internal structures presented by the provider. 3rd party provided data
0 sources by their very nature are volatile. The afore mentioned F-Response products provide
Importa Nt 'best effort” for accessing and interacting with those 3rd party data sources however service
N ote disruptions, APl changes, provider errors, network errors, as well as other communications
issues may result in errors or incomplete data access. F-Response always recommends
secondary validation of any 3rd party data collection.

Step 1: Login to Google Cloud with your administrator account

Please note cloud providers change the location of settings and data constantly so the screen shots
presented here at the time of this writing may not align exactly with what is presented to you. However,
most of the time the setting or data you are looking for has just been relocated and can be found with
some investigation.

The majority of the work needed to collect your GCP resources will be gathering the necessary data
from Google. To do this, you will need to login to cloud.google.com with your administrator account to
set some permissions and obtain your API Key, Private JSON key, and the zone where your resource
resides. Let’s walk through the steps.

Login to cloud.google.com with your administrator account.

B © Cious Computing Services | Goe. % |11
&« C & hitpsy/cloud.goegle.com A X M = @ %
Google Cloud Overview Solutions Products  Pricing  Resources  ContactUs Q Docs support @ Englisn ~

Then click the Console link:

O O Cloud Computing Services |Goc X | 4= - o

« C B  https//cloud.google.com PN h R &

Google Cloud Overview Solutions Products  Pricing  Resources  ContactUs Q Docs Support @ English ~ : o



Step 2: find and save your APl Key

After logging in you will arrive at the landing page. Click the ‘hamburger’ icon to access the navigation
menu, then browse to APIs & Services — Credentials:

150 om0
&< G B https://console‘cloud.google.com,’welccme{new?_gal I

Google Cloud [ Search (/) for resources, docs, products, and more ‘

Il Cloud overview >
aa Products & solutions >
PINNED
IHFI APIs & Services > I
Enabled APls & services
B Billing Library

Credentials
© 1AM & Admin >

OAuth consent screen
Markelplace Page usage agreements

W
{£F  Compute Engine >

Kubernetes Engine >

Navigating to the API Credentials

Here you can click on the SHOW KEY link to copy out and save your API Key.

API Keys

O Name Creation date Restrictions Actions

O A APikeyl Aug 14,2023 None SHOW KEY 3




Step 3: Create a JSON Private key

Once you have your API Key saved off, click the link for the default service account under Service
Accounts:

Service Accounts

Manage service accounts

O Email Name Actions
D I lpute-'ade'v'e oper.gserviceaccount.com Compute Engine default service account V|
This will take you to the Service account details:
= Go gle Cloud e* My First Project - Search (/) for res
e IAM & Admin €& Compute Engine default service account
DETAILS PERMISSIONS KEYS METRICS LOGS
+2 1AM
Identity & Of izati s H
©  Identity & Organization Service account details
9%, Policy Troubleshooter r Name
‘ Compute Engine default service account SAVE ‘
E  Policy Analyzer '
B Organization Policies ‘ Description Ve ‘
of Service Accounts Emaill
1 [eveloper.gserviceaccount.com
B  Workload Identity Federat... ~
Unigue 1D
k —
@  Labels 107
» Tags Service account status
Disabling your account allows you to preserve your policies without having to delete it
& Settings
@ Enabled
KEYS Menu item

Click the KEYS menu item.



You will see the list of keys and the option to add a key. Click ADD KEY to create a new key:

Free trial status: $294.26 credit and 87 days remaining - with a full account, you'll get unlimited access to all of Google Cloud Platform

= Go gle Cloud ‘ &* My First Project ‘ ‘ Search (/) for resources, docs, products, and more
e IAM & Admin €& Compute Engine default service account

DETAILS PERMISSIONS KEYS METRICS LOGS
+®  |AM _

6  Identity & Organization Keys

9, Policy Troubleshooter Service account keys could pose a security risk if compromised. We recommend you avoid downloading service account ke

Cloud here[2.

m

Policy Analyzer

B o {zattion Polici Add a new key pair or upload a public key certificate from an existing key pair.
rganization Policies

Block service account key creation using organization policies (4.

2 Service Accounts Learn more about setting organization policies for service accounts 4
=  Workload Identity Federat.. ADD KEY ~
@  Labels
Type Status Key Key creation date Key expiration date
»  Tags o) @ Active  6761c] (]
&  Settings Fo) @ Active 424076 (]
o © Active 422403 8

Privarv & Seruritv

Creating a new JSON KEY



Create private key for "Compute Engine default
service account”

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Recommendad

For backward compatibility with code using the P12 format

CANCEL CREATE

Selecting the Key type

Make sure the Key Type is set to JSON format and Click CREATE. This will create and download your
JSON private key:

Downloads [ {>
& eeatedustce T on

" Openfile

See more

Private key saved to your computer

a exalted-justice-39 :djsm allows access to your cloud resources, so store it securely. Learn more best practices (2

CLOSE

Created and downloaded JSON Key



Step 4: Set Service Account Permissions for Cloud Build

We need to enable some service account ™ l 1! Dashbosrd — My First Project - C X I +

permissions. Click the hamburger for the
navigation menu and scroll down to MORE < O () https://console.cloud.google.com/
PRODUCTS.

Then scroll all the way down to the CI/CD section

where you will find Cloud Build then Settings. = Gmgle Cloud 2 My First Project
This will take you to the Settings page. Make sure -
you have the SERVICE ACCOUNT option selected & Billing
to view the Service account permissions.
© 1AM & Admin >
’!& Marketplace
- . p
EE Compute Engine ?
@ Kubernetes Engine >
= Cloud Storage >
@1 BigQuery >
% VPCnetwork >
))' Cloud Run
% sqL Dashboard
History
9 Security > o
Repositories
7 Google Maps Plat... > Triggers
Settings
& Cloud Build >
~ T

Navigating to the Cloud Build Settings



T | @ Settings - Cloud Build - My First % | -+
<« O B ht'_ps:,.*'_;'console.cloud.googIe.com;’clc.|c|-I::_|iId_;'se'_tings,f'ser\.-'i-:e-ac-:cJnt?prcject:exaltecE
i_: Free trial status: 5294.26 credit and 87 days remaining - with a full account, you'll get unlimited access to all of Google Cloud Platform

= Go gle Cloud a* My First Project | Search (/) for res
e . .
|{a‘| Cloud Build Settings
. SERVICE ACCOUNT WORKER POOL
Ijl  Dashboard
i=  History Service account permissions
Cloud Build executes builds with the permissions granted to the Cloud Build service
itari accoun ied to the project. You can grant additional roles to the service account to
B  Repositories t[4 tied to the project. ¥ grant additional roles to th tt
allow Cloud Build to interact with other GCP services.
= Triggers
Service account emailzz@cloudbuild_gser\riceaccount.com
£ Settings
GCP Service Role @ Status
Cloud Functions Cloud Functions Developer @ DISABLED ~
Cloud Run Cloud Run Admin @ DISABLED ~
App Engine App Engine Admin @ DISABLED ~
4 h'ﬁi aeies Engine Kllhﬁnpfp Enaine W -
Compute Engine Compute Instance Admin (v1) @& ENABLED -
_
Firebase Firebase Admin ‘ DISABLED -
Cloud KMS Cloud KMS Cryptokey Decrypter @ DISABLED ~
Secret Manager Secret Manager Secret Accessor ’ DISABLED ~
Service Accounts Service Account User @ ENABLED -

Cloud Build

Cloud Build WorkerPool User

Cloud Build Service Account permissions

@ DISABLED ~

Here you must make sure the Compute Engine and Service Accounts for Cloud Build are both ENABLED.



Step 5: Find your zone

[ | @ Settings - Cloud Build —MyFirst X | & Last, you need to identify the zone the server and
<~ G B https://console.cloud.google.com/cloud-build/settings, dISkS reSIde n. GO to the naV|gat|0n menu and Scro”
o to Compute Engine and choose VM Instances
mE  Freetrial statusi5294.26 creditand 8 , or\)n pMACHINES |
- VM instances
= Google Cloud | o I—I
Instance templates
1! Cloud overview > Sole-tenant nodes
Machine images
s Products & solutions >
TPUs
Committed use discounts
FINMED
Reservations
- . i
APT APIs & Services > Migrate to Virtual Machines |
& Billing
STORAGE
B 1AM &Admin > Disks
Snapshot |
Y Marketplace rapshots |
Images
i X
ﬁ} Compute Engine X 2 Async Replication
@ Kubernetes Engine H
INSTANCE GROUPS
= Cloud Storage > Instance groups
@  BigQuery > “

This will list your resources so you can find the zone needed for access. Take note of the Zone:

{45 WM instances — Compute Engin: X

P &)

& @) ] ht:ps:_-"Iconsole.cloud.googIe.com;'compute,'ins‘.ar-:es?proje-:l==

i-‘ Free trial status: $294.15 credit and 87 days remaining - with a full account, youll get unlimited access to all of Google Cloud Platform

= Go gle Cloud 8 My First Project w ‘ Search (/) for resources, docs, products, and more
{EE Compute Engine VM instances Bl CREATE INSTANCE & IMPORT VM (* REFRESH
INSTANCES OBSERVABILITY INSTANCE SCHEDULES
Virtual machines ~
B  VMinstances VM instances
[Z  Instance templates = Filter Ente ue
E Soletenant nodes O status Name 4 Zone Recommendations In use by Internal IP External IP
D [] simple-test-instance us-2astl-b Save $6/ mo |g| Inico]
Machine images

Related actions
TPUs

Committed use discounts

W B B » B

Reservations

Migrate to Virtual Machin...

@ Explore Backup and DR [[IE]]
Back up your ¥Ms and set up disaster
TECovery

B View billing report
View and manage your Compute Engine
billing

ils Monitor VMs
View outlier YMs across metrics like CPU
and netwark



This concludes your data gathering and permission settings for GCP. To summarize before moving on,

you should have the following:

e Your API Key information saved
e Your JSON private key file saved

e Cloud Build GCP permissions enabled for both Compute Engine and Service Accounts

e The name of the Zone in which the server/disk is located.

Armed with this information you are ready to begin your collection using the F-Response Console.

Step 6: Enter the details into the F-Response Console

Double click on the Google Compute icon under Cloud Servers, or navigate to the menu option using

the Cloud Servers drop down menu to add the Google Compute credentials gathered in the previous

steps.

f& F-Response Management Console

File Agentless Connections | Cloud Servers

Data Sources

- Subjects (0)

Cloud Files

Deployment

Add Cloud Servers Account
Image Cloud Server Violume..,

Remove Cloud Servers Account

>

Subject

Messages
Add Amazon EC2 Account...
Add Azure Compute Account..,

Help

Add Google Compute Account...

O

“ Agentless Connections (2]
EIE Cloud Servers (3)

m Amazon EC2(2)
Azure Compute(1)

s @"J: Google Compute(l)

3 Cloud Files (12)

*

Messages

Adding Google Compute Account



This will open the window to allow you to enter the credential information:

| Add Google Compute Credential...

Google Compute Service Account

MName | GCPTesting |

=]

Private KE}-'|C:‘l,users‘l,ﬁestest.FR.ESPDNSE‘ID::WH| {3

X APIKey | syCg Dminf

Here you can enter your collected information:

o Name field: Assign any name you'd like to help identify the collection

e Private Key field: Click the ellipsis (...) to navigate and add the location for your JSON
private key created and downloaded in the earlier steps.

e API Key: paste in the API key you saved.

Click the Add button. This will add your credentials to the Items column.

f& F-Response Management Console

File Agentless Connections  Cloud Servers  Cloud Files  Deployment £

Data Sources

Newly Added Google Compute Account



Double click on the
newly added account in
the items column and

Select the Google Compute Zone..,

select the correct zone Select the appropriate zone from the listing below.

you made note of in the | R "
earlier step from the

drop down list. Cancel

This will list the disks for collection:

Create Google Compute Disk Image...

@5" Volumeld Size (5E) Location

simple-test-nstance 10 us-easti-b

Disk

Highlight the disk you wish to collect in the list and choose a location to store your image.

Collection Path  K:\,

Total Available Space = 6045MB
Collect

Local drive

The collection will begin and show in the activity column.

es  Help
Activity

ik GCP Testing - simple-test-instance
W Creating image...

Active Collection

Double click on the active collection to see the details.

Cancel




Cloud Servers Collection Activity Details

MName | GCP Testing-google-simple-test-nstance-§-22-2023-20-27-

Volume |simple—test—ins13nn:e

Destination | IArate

State |Expc:rﬁng image... |
Performance | |

Last Message Google Compute exporting image status WORKING last
checked Tue, 22 Aug 2023 16:28:22 -0400...

Duration | |

Total Bytes | |

Google does not provide a detailed mechanism to determine the progress of the collection. Provided the
time continues to update in the Last Message panel the collection is still active and running and will
complete in due course.

Step 7: Review the collection

Navigate to the destination folder at the completion of the collection to review the snapshot collected
and the collection report.

w= * This PC » Collections (K] » w

() Mame

GCP Testing-google-simple-test-instance-8-22-2023-20-27-9
|J GCP Testing-google-simple-test-instance-8-22-2023-20-27-9

Collected items



